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Abstract  


 
Introduction. This paper presents the results of a study investigating the information literacy 


and search skills of young people in Scotland. 


Method. Participants (n=57) completed two out of four different search tasks for which the 


correct answers (i.e. relevant documents) were known. Their interactions with the search system 


were logged and information about their own perceptions of the task were collected through pre- 


and post-task questionnaires. 


Analysis. The log data from the search system was analysed using the R statistical software 


package to understand the performance and behaviour of the participants when conducting the 


search tasks.  


Results. While we identified some evidence that information literacy and search skills were 


being employed, overall performance was low with participants often unable to produce 


successful queries and/or unable to identify relevant documents, even when some were present in 


the results.  


Conclusions. Search performance and ability to identify relevant information was generally 


poor, a fact that participants themselves were frequently unable to recognise. The results also 


suggest a reliance on complex search assistance tools (such as spell checking and query 


suggestions), which are common features of major search engines, but not of smaller systems, 


which pupils are also likely to have to use. 


 


Introduction 


The use of web search is now ubiquitous in daily life, whether from a work, study or social 


perspective, it is a constant aid in the quest for everyday information seeking. Many 


governments and local authorities increasingly offer their services, sometimes exclusively, 


through online means (Helbig, 2009). While this may lead to several benefits, there is concern 


about the expectation this places on people's information literacy and search skills. Is the use 


and reliance on assistive functionality luring users into a false sense of security and lessening 


the likelihood of the user employing information literacy skills to build good queries and assess 


the documents returned? And do information providers assume too much ability on the part of 


their end-users to search for, understand, evaluate and synthesise the information provided. 


Information literacy is a lifelong learning process that goes about providing the skills, 


knowledge and understanding required to ensure informed decision making and effective 


problem solving (Shenton and Pickard, 2014). These abilities are so crucial that many 


governmental organisations and politicians assert that they are essential to be able to participate 


effectively in our modern information society (Sturges, 2010). Within education, such skills are 


perhaps even more crucial, as pupils are often given tasks that necessitate these abilities and are 


first introduced to these concepts in school. To write a report one must identify the information 


required, use effective search strategies to locate relevant documents, evaluate the quality and 


veracity of these and, finally, synthesise the information by converting it into a coherent 


narrative (Eisenberg, 1990).   


Unfortunately, evidence suggests that millennials are not as information literate as one might 


expect and that the steps taken in education systems are not ensuring school leavers are 


equipped with these valuable skills (Pickard, et.al. 2013; Pickard et.al. 2014). Research shows 


that pre-university students are unable to construct effective search queries (Harrop, 2012), 
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rarely employ effective search strategies (Coiro and Dobler, 2007) and are easily discouraged 


when a search engine does not immediately return useful results and feel swamped by non-


relevant and poor-quality material, leading them to often simply cite/copy top-ranked resources 


without assessing their quality (Smith and Hepworth, 2007).  


This is a problem which needs to be countered early on in a child's development as recent 


research questions whether student information behaviours can be changed once they enter 


Higher Education (Rowlands and Nicholas, 2008). Therefore, it is crucial that pupils be taught 


these skills early in their educational lives and be encouraged to apply them throughout.  


In this work we investigate the information literacy and search skills of young people at an 


important stage in their education – shortly before they embark on their first set of major 


examinations. Unlike previous work, we evaluate this primarily based on quantitative data 


obtained from a large-scale user study (n=57) with participants from a large secondary school in 


greater Edinburgh, Scotland. We follow a well-tested methodology from the field of 


Information Retrieval to ensure that the studies are repeatable, representative and, crucially, in-


context. 


 


Related work 


There has been considerable research into the search behaviours of children over the past twenty 


years, with studies focusing on children’s search behaviours whilst using the web directory 


Yahooligans! (Bilal, 2000; 2002), adoption of search roles during the search process (Druin, 


2009), behaviours extracted from large scale query logs (Duarte Torres et al. 2010; Duarte 


Torres and Weber, 2011), Internet searching on complex problems (Schacter et al., 1998), and 


adolescent search roles (Foss et al., 2009). 


Bilal’s contribution to the investigation into children’s search behaviours has been extensive, 


with several works focused on children’s interactions with Yahooligans when conducting 


various task types (2000; 2003). In these studies, a mixed methods approach collected 


quantitative data on the interactions with and traversal of the search interface while post study 


interviews were used to collect qualitative data on student’s task generation, task preference and 


search interface opinion. These studies found that they preferred completing their own self-


generated tasks, were more successful when browsing then when using keyword search and that 


the search interface design was confusing to most, and were a factor in the search breakdown 


experienced by the children. Although seminal in their contribution, the study data were 


collected in 1998, a limitation noted by the author in these papers a few years later.  


More recently, Bilal investigated the reading level of Google’s search results (2013) by 


comparing them to the flesch readability formulae, finding that a high number of results 


retrieved by Google were difficult or confusing to children attending middle school in the US. 


This paper compliments Bilal’s findings by describing the effects that reading snippets, a short 


description of the documents content, has on the number of documents bookmarked and its 


effects on performance.  


Duarte Torres and colleagues have observed large scale query logs to extract children’s search 


behaviours and tested for rational sentiment in their search queries through the presence or 


absence of sentiment in the terms utilised (2010; 2011). Owing to the large scale of the studies 


and the numbers of participants, this approach is useful in providing generalizable results, 


however, it lacks specific context and makes some (well-reasoned) assumptions as a result of 


eliciting sentiment. Although understandable given the nature of the data collection, this paper 


builds on this work by focusing on more specific contextual effects on query formulation and 


semantic notion towards the tasks performed. 


Children are able to identify information overload as a potential problem of Internet search and 


have the ability to self-identify their skills shortage when it comes to refining search terms, 


which in turn leads to frustration, despite receiving information skills training, albeit in isolation 


and not related to topic work (Smith and Hepworth, 2007, p. 9). This paper seeks to further 
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investigate these areas, through participant responses reflecting on these points as part of the pre 


and post questionnaire. 


Coiro and Doblers’ paper on reading comprehension of online texts identified that when given a 


typical school-based task that is, to locate, evaluate and synthesize content area information 


within informational websites and search engines (2007, p. 221), prior knowledge, inferential 


reasoning strategies and self-regulated reading processes were required by students to ensure 


successful online reading.Rowlands et al. (2008) identified that children under thirteen are 


unable to construct effective searches and evaluate the results (p.22), largely attributable to 


knowledge deficiency of domain specific information, a lack of understanding of how search 


engines work, difficulties in switching between the use of natural language and search queries, 


and a limited command of vocabulary to utilise synonyms for query reformulation. Also 


mentioning that young people have difficulty in selecting sufficient search terms, fail to 


evaluate information from an electronic source, and declined to undertake additional searches if 


information was already found, (Rowlands et al., 2008). Rowlands goes on to state the need for 


more research around young people’s research information behaviours. This paper  builds on 


these foundations by investigating the information literacy skills of Scottish secondary school 


students. 


 


Methodology and data collection 


The study employs quantitative analysis of secondary school-aged (ages 13-14) children’s 


search behaviour through analysis of logs from a series of 30-minute information retrieval tasks, 


triangulated with qualitative assessments of the participants’ own behaviour. This methodology 


is common in the field of information retrieval as it provides an unbiased and repeatable 


environment in which performance and behaviour can be exhaustively logged and evaluated. 


Furthermore, rather than simply asking students to abstractly comment on their information 


literacy skills, this study gives participants an in-context work task to perform, allowing us to 


evaluate their responses to this in a more naturalistic fashion. 


We obtained permission to run our studies with pupils in year 3 (ages 13-14) at a large mixed-


intake secondary school in the city of Edinburgh, Scotland. More details about the participants 


and recruitment are given later in this paper. Each pupil was given a desktop computer and 


asked to complete two information retrieval tasks (or ‘topics) randomly selected from a set of 


four. The tasks were taken from the 2005 TREC HARD collection, which provides a complete 


set of 100 topics, each of which is presented as a title and short description of the information 


need. The school’s librarian and a selection of teachers were asked to reduce these to four topics 


based on topic suitability and perceived interest for the target demographic. The final four topics 


selected were:  


• 347 - wildlife extinction; 


• 353 - Antarctica exploration; 


• 367 – piracy; 


• 408 - tropical storms. 


Pupils used a bespoke search system to collect a small set of relevant documents for each of 


their two tasks over a time-constrained period of between fifteen minutes and half an hour. The 


search system was designed to be similar in design to those the pupils are likely to be familiar 


with (e.g. Google search) and is therefore composed of the standard search bar and button with 


results presented as a list of 10 blue links with associated snippets of text (see Figure 1). The 


entire user study was conducted using the search system, which logged all of the pupils’ 


interactions, including queries entered, documents read and documents selected (bookmarked). 
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Figure 1: The zing search interface 


 


The documents were taken from the TREC AQUAINT collection, a set of over a million 


documents from three large news agencies collected between 1996 and 2000. This is a complete 


information retrieval evaluation collection, meaning that there are pre-defined search topics 


associated with it together with relevance judgements for each of these topics. Relevance 


judgements are per-topic evaluations indicating which documents in the collection are relevant, 


and which aren't. Such a collection can be used to evaluate the performance of a new retrieval 


system or, crucially in this case, the search performance of users. 


Participants filled in pre- and post-task questionnaires in which they self-assessed various 


elements related to search. Pre-task questions included those related to familiarity with and 


interest in the topics and expected difficulty in completing the tasks. Post-task questions focused 


on perceived learning and search success and trust in the retrieved documents. For each topic, 


the participants were asked to imagine that they’d be writing a report about it soon and needed 


to collect some relevant documents to help them in doing so. Documents in search results could 


be bookmarked (i.e. indicated as relevant) by means of checkboxes. 


To obtain additional qualitative data from participants about their search behaviour and 


strategies, at the end of each session four participants, who all had one topic in common, were 


chosen at random by the system and were each asked by the research a question about their 


earlier search behaviour. Participants were shown either: their own search queries for one of the 


topics they had been given and asked how they came up with the search terms; or a document 


they had bookmarked and asked what made them choose that specific document. The 


assignment of questions to participants and a recording of the comments they each made was 


done by a bespoke web application, which ran on an iPad device. 


The user study was piloted in October 2017 by a small number of participants (n=12) before 


proceeding with the full experiments in November and December 2017. Studies were performed 


with groups of up to fifteen students at a time over five separate sessions in one of the school’s 


dedicated IT rooms. 
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Measures and metrics 


Performance can be determined in a number of ways: 


The quality of the participants’ queries can be assessed by means of the total number of hits, 


that is the number of relevant documents appearing within the 10 search results, and the average 


precision of the search results. Precision is defined as simply the number of relevant documents 


returned divided by the count of all documents returned (i.e. both relevant and non-relevant). 


This is calculated for all of the positions in the search ranking (positions 1 through 10) and 


averaged to produce the average precision. 


The ability of the participants to identify relevant documents can be determined by the number 


of relevant documents they managed to bookmark (select) per topic and, like the precision 


above, the ratio of relevant documents bookmarked over the total number bookmarked for each 


topic. 


All pre- and post-task questionnaire responses are based on a 5-point Likert scale in ascending 


order of agreement from 1 (disagree) to 5 (agree).  


 


Analysis 
Quantitative data analysis consisted of descriptive statistics, Wilcoxon signed rank testing and 


linear model regression to examine the relationships between the research variables using the 


statistical software package R.  


 


Findings 


 


Study participants 


 


Participants were recruited by the secondary school’s librarian who asked all of the pupils in 


year 3 (total=; aged between 13 and 14) to participate. A consent form was given to each pupil 


to take home to be signed by their legal guardian before any involvement in the study could take 


place. In total, 60 pupils were able to take part in the experiments, however, some data loss 


occurred during the transition process from data collection to data cleaning, three users’ search 


data were either unavailable or incomplete resulting in a final study population of fifty-seven 


(n=57). 


The only demographic data recorded for each participant was their Scottish Index of Multiple 


Deprivation (SIMD) vigintile ranking. The SIMD is a ‘tool for identifying areas of poverty and 


inequality across Scotland’ (Scottish Government, 2016, p. 2) and considers multiple indicators 


of deprivation (Income; Employment; Education; Health; Access to Services; Crime and 


Housing) which are grouped together. Areas of Scotland are split into data zones with roughly 


760 people per zone. The data zones were then split into 20 groups (vigintiles), each containing 


5% of Scotland’s data zones. Vigintile 1 contains the 5% most deprived data zones, vigintile 2 


the second most deprived 5% and so on, until vigintile 20 contains the least deprived 5%. This 


facilitates the identification of deprived areas, although it must be noted that ‘not all deprived 


people live in deprived areas’ and ‘not everyone within a deprived area is deprived’ (Scottish 


Government, 2016, p. 7).  


The average SIMD ranking for the study participants was 17.5, with a range of 18, putting this 


group within the 87.5 percentile of Scotland on average or within the range of 10% of the most 


deprived and 5% of the least deprived areas. The participants were divided into groups based on 


the SIMD ranking by quartiles, with those in the first quartile scoring a SIMD ranking of nine or 


less, and those in the third quartile scoring nineteen or above. The aim of this grouping being to 


facilitate comparison across deprivation areas by performance and behavioural metrics.  


 


Pre-task knowledge, interest and perceptions of task 
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Participants generally reported a low level of pre-study understanding of the topics - 2.35 on 


average. Interest in most of the topics was reasonably high at 2.94, suggesting that the topics 


selected were appropriate for the age group and of at least some interest. This is important as a 


lack of interest tends to result in a lack of engagement, therefore we can expect the relatively 


high levels of interest here to translate into a greater likelihood that pupils will engage fully with 


the search tasks. The level of clarity on how to complete the task was high at 3.85, indicating 


that most participants understood what they were being asked to do. Perceptions of how 


difficult it would be to find relevant documents and the overall task difficulty were 2.71 and 


2.88 respectively, while the difficulty in knowing when to decide enough information had been 


found was reasonably high at 3.14. 


The highest prior knowledge was for topic 347 (wildlife extinction; mean=2.88) and least for 


topic 353 (Antarctica exploration; mean=1.96). Interest was also reasonably high for three out 


of the four tasks, ranging from 3 to 3.38, although there was considerably less interest in topic 


367 (piracy; mean=2.41). Participants noted it was quite clear what was required to complete 


the task for each topic with 353 the highest at 4.000 and 347 the least at 3.625. Judging whether 


they thought the task would be difficult, participants noted that topic 367 would be reasonably 


difficult at 3.2 with the other three topics approximately moderate in difficulty. Finding relevant 


documents was expected to be moderately difficult for all topics with topic 367 at 2.862 and 


353 a close second at 2.833. 


 


Querying performance 


Overall performance was low with a median average precision of just 0.008 and a mean of 0.05. 


In terms of number of hits, the median number was only 1 and, out of a total of 600 queries, 


more than a third (227) returned not a single relevant result. 


By topic (see Table 1), performance was low across all tasks, but particularly for topic 353 for 


which the median number of hits was 0. The reasons for this are discussed later. 


 
Topic Average Precision Hits 


 Median Mean SD Median Mean SD 


347 – Wildlife extinction 0.05 0.08 0.69 3 2.54 1.87 


353 – Antarctica exploration 0.00 0.009 0.02 0 0.38 0.73 


367 – Piracy 0.02 0.07 0.1 1 2 2.36 


408 – Tropical storms 0.02 0.06 0.07 1 2.12 1.92 


 
Table 1: Average precision by topic 


 


Previous research has suggested that young people tend to over-estimate their information 


seeking and literacy skills (Pickard, 2004). As Bilal writes: ‘Although all children admitted an 


understanding of the search task…most of them were still unclear as to the type of information 


sought’ (Bilal, 2000). It is clear from the pre-task questionnaire results that our participants 


were also quite confident in their ability to complete the tasks, however, this confidence is not 


really warranted, given their poor querying performance. 


 


Task fatigue was anecdotally observed by the researcher after just one task, we therefore 


compare the average precision of each topic by the order in which they were completed (see 


Table 2). There was slightly better performance in sequence 1 topics, however differences are 


marginal, and still very poor overall, mean = 0.054 (sequence one) vs. 0.045 (sequence two). 


These differences are not significant (p=0.1319), although it is notable that the most difficult 


topic (353) displays the largest drop in performance. 
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Topic Seq 1 Seq 2 


347 – Wildlife extinction 0.090 0.073 


353 – Antarctica exploration 0.012 0.005 


367 – Piracy 0.080 0.057 


408 – Tropical storms 0.053 0.060 


 
Table 2: Average precision by sequence per topic 


 


By topic, users performed best in topic 347 and worst in 353 in both the first and second 


sequence, and with the exception of topic 408, which had an increase, there was a decline in 


average precision in the second sequence. These differences were not significant (p-value = 


0.1319). 


Performance between SIMD quartiles is approximately equal with the median average precision 


at 0.01 for both quartiles and the mean 0.045 and 0.052 for the first and fourth quartiles 


respectively (p = 0.998). The mean number of hits was 1.61 and 1.72 for the first and fourth 


quartiles. When performance across topics is compared (see below), there are some interesting, 


albeit not significant, differences. Performance by the fourth quartile is much higher for topic 


347 than for those in the first quartile and is higher than in any other topic.  


 
Topic Q1 Q4 


347 – Wildlife extinction 0.03 0.105 


353 – Antarctica exploration 0.011 0.013 


367 – Piracy 0.062 0.08 


408 – Tropical storms 0.064 0.058 


 
Table 3: Average precision by quartiles across topics 


 


These analyses suggest that the pupils from the fourth quartile SIMD band (i.e. those likely to 


be from wealthier backgrounds) are able to perform slightly better than those from the lowest 


quartile, especially when the topic is well known and interesting. 


 


Bookmarks and reading 


 


When determining performance, we can also consider per query how many relevant documents 


the participants were able to identify (bookmark) and how many they read. In general, 


participants did not manage to bookmark or read very many documents – on average they only 


bookmarked 0.97 and read 1.6 documents per query. Of those that they did choose to bookmark 


or read, only 36.3 and 23 percent were actually relevant.  


 
Topic Total number Of which relevant (ratio) 


 bookmarked read bookmarked Read 


347 – Wildlife extinction 1.78 2.02 0.54 (0.3) 0.69 (0.34) 


353 – Antarctica exploration 0.64 1.08 0.07 (0.11) 0.07 (0.07) 


367 – Piracy 0.84 1.54 0.53 (0.63) 0.49 (0.32) 


408 – Tropical storms 1.11 2.02 0.38 (0.43) 0.42 (0.21) 


 
Table 4: Bookmarked and read documents by topic 


 


Table 4 shows how these behaviours and the performance varied by topic, again indicating that 


the pupils found topic 353 to be particularly difficult, only managing to bookmark a relevant 


document 11% of the time. Equally notable, however, is relatively how well they performed on 


topic 367 where 63% of the documents they chose to bookmark were relevant. 
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Measure Q1 Q4 


# bookmarked 1.03 1.0 


# read 1.58 1.66 


# relevant bookmarked (ratio) 0.36 (0.35) 0.38 (0.38) 


# relevant read (ratio) 0.4 (0.26) 0.33 (0.2) 


 
Table 5: Bookmarked and read documents by quartile 


 


Overall the Q4 pupils read more documents but were also more likely to read a non-relevant 


document, however, while they tended to bookmark slightly less often, they were more accurate 


in doing so. 38% of the bookmarks by the 4th quartile pupils were relevant, while only 35% of 


those bookmarked by the 1st quartile pupils were relevant. Although not entirely conclusive, this 


suggests that the 4th quartile were able to use the information gained from their extra reading of 


documents to more accurately determine which were relevant. 


 


Task time 


 


On average, participants spent 472.5 seconds (7.88 minutes; median = 535 seconds / 8.92 


minutes) completing each task. This varied between a minimum of 80 seconds and a maximum 


of 884 seconds (14.73 minutes). Duration by topic was broadly the same, although participants 


did tend to spend slightly longer on topic 408 (tropical storms; median = 573s) and slightly less 


time on topic 347 (wildlife extinction; median = 493). Unsurprisingly, participants generally 


spent less time on their second topic (461 seconds) than on their first (494.3 seconds). There 


was very little difference in terms of topic duration between 1st and 4th SIMD quartile pupils 


(median = 562 and 561 seconds respectively). 


 


Query formulation 


 


Research has shown that search experts (who achieve excellent performance from search 


systems) typically formulate queries that have consistent characteristics. Their submitted queries 


are quite long, being composed of multiple keyword terms, use domain-specific vocabulary, are 


correctly spelt and tend not to copy text verbatim from the information need/TREC topic 


(Harvey et al, 2015)). Furthermore, they often submit multiple query reformulations, learning 


from the results of their earlier queries to improve their success/performance (Aula et al, 2005; 


White and Morris, 2007). In this section we consider the characteristics of the pupils’ queries to 


understand how (dis)similarly they are behaving to expert users.  


 


Query complexity  


Participants submitted an average of 5.4 queries per topic (median=4), although one particularly 


keen pupil submitted a very large number  of 25 queries for a single topic. This is somewhat 


less than reported in other studies by Torres et al. (8.76 queries; Torres et al., 2010) and Bilal’s 


study of children’s use of Yahooligans! (6.7 queries; Bilal, 2002). Users have been found to 


become discouraged when a search engine does not immediately return good results (Pickard, 


2004). Since our search system excluded features such as spelling autocorrection and suggested 


queries by design, this could go some way to explaining the lower number of queries we 


observed. 


The average query length was 3.5 terms (median=3), which is approximately equal to other 


studies, which report an average between 2.84 and 3.23 (Torres et al., 2010; Duarte Torres and 


Weber, 2011). The average character length was 24.9 (median=22) characters, which is slightly 


longer than those of the 13 to 15 year olds’ queries in the Duarte Torres and Weber paper 


(2011), which reported 17.67 characters for the non-navigational task. Linear modelling 


confirms that longer, more specific queries result in better performance – both the number of 
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query terms and the character length of queries are strong predictors of result quality in terms of 


both number of hits and average precision. An increase in query length of a single term yields 


an expected 0.012 improvement in average precision (p<<0.01) and the addition of 0.42 extra 


hits (p<<0.01). 


 


Topics 347 and 408 had longer queries, with more characters and more time spent formulating 


those queries, while queries for topic 367 were noticeably shorter and less time was spent on 


this topic. Analysis of linear models indicates that pre-task interest in the topic has a significant 


impact on the term (coef.=0.15, p = 0.04) and character length (coef.=1.87, p<<0.01) of the 


queries submitted for that topic. This suggests that the participants spent more time thinking 


about and formulating the terms which made up their queries for those topics they were 


interested in. 


 
Topic # terms # chars # queries Duration (s) 


347 – Wildlife extinction 4 24 3 54.5 


353 – Antarctica exploration 3 22 4 38.5 


367 – Piracy 3 19 4 33 


408 – Tropical storms 4 26 4 44 


 
Table 6: Querying statistics by topic (median values) 


 


Although not significant, participants in the 4th SIMD quartile tended to submit longer queries 


than those in the 1st quartile (mean of 3.7 terms against 3.2 terms) and spent longer querying 


(mean duration of 62.3s against 57.7s).  


 


Mistakes, use of advanced search and off-topic queries 


The instance of mistakes (mostly misspellings) was high at 118 or 18.89% of all of the 625 


queries, which is a larger proportion than has been found previously - Bilal observed 2% of 


mistakes (Bilal, 2002). A considerable proportion of these were due to the participants 


incorrectly spelling ‘Antarctica’, although mistakes were observed for all four topics. 


Unsurprisingly, mistakes have a significant correlation with query performance (p<<0.01), 


where an increase of 1 mistake has a -0.031 effect on average precision. 


Overall, there are very few instances of advanced operators being used, with a total of 14 


instances or 2.24% of all queries containing some form of advanced operator. There 25 off-topic 


queries, which equates to 4% of all queries. Foss et al. (2013) discuss adolescents as being 


‘more aware of social expectations placed on them when participating in a research study, and 


are more likely to answer questions directly’. In the context of this study, the participants’ 


search queries were at times off-topic ('aidan denholm’, ‘beach volleyball’), or demonstrated 


some frustration with the search system (‘please work’) and, at times, crossed the line into 


vulgarity (‘f**k this’). Many of these queries were submitted for topic 367 (‘piracy), perhaps 


again reflecting the pupils’ general disinterest in this particular topic. 


Lack of assistive functionality is in line with that of Bilal (2002), and although its adoption by 


many youth-oriented search engines, such as Yahooligans!, is advocated by Bilal, it is worth 


noting that not all search facilities outside of web search incorporate such features. This raises 


the question about whether this should be adopted wholly or is there a means to support 


children, and adults (who struggle just as much with the lack of assistance) in some other way 


without such functionality? 
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By quartile  


 
Measure Q1 Q4 


Mistakes 0.17 0.28 


Advanced operators 0.01 0 


Off-topic 0.1 0.03 


Query length (terms) 3.23 3.66 


Query length (characters) 23.2 26 


 
Table 7: Querying characteristics and mistakes by quartile 


 


Perhaps surprisingly the fourth quartile pupils submitted a significantly larger number of queries 


with mistakes than those in the first quartile, although this may be explained by them attempting 


to construct longer, more elaborate queries. First quartile participants submitted over 3 times as 


many off-topic queries, perhaps reflecting a greater tendency to become frustrated by the lack of 


querying support offered by the system. The fourth quartile pupils submitted longer queries as 


counted by both number of terms and character length, suggesting that they provided better-


specified, more detailed queries. 


 


Post task 


 Questionnaire 


Perception of task difficulty increased post task to 2.92 from 2.88 pre-task. Participants found it 


more difficult to find relevant information across all tasks, with the largest increases between 


pre and post responses for topic 347 and 353, (2.625 to 3.313 and 2.833 to 3.500 respectively). 


As expected, they found identifying keywords most difficult for task 353 (mean 3.583) and least 


difficult for 408 (mean 2.613).  


Despite this mixed perception of difficulty, the users were able to understand the information 


they read with 408 highest at 4.000 and 353 lowest at 3.375 (overall mean 3.77) and trusted the 


information found (highest 3.250 for topic 347 and lowest 2.968 for topic 408, overall mean 


3.14) and were reasonably satisfied across all tasks that they had found the information required 


to complete the task (highest 347, 3.438 and lowest 353, 3.042, overall 3.28). 


Linear modelling revealed that self-reported task knowledge, post-task difficulty and self-


reported ability to understand the content of retrieved documents were not significant predictors 


of actual retrieval performance, which was also identified by Bilal (2002). That said, post-task 


satisfaction with the information found had a significant positive effect on performance, where 


an increase of 1 increased precision by 0.012 (p=0.030). 


In previous studies young people were found to overestimate their ability (Pickard, 2004) or be 


unable to identify when they have performed badly (Schacter et al. 1998). Despite being able to 


identify when a task was more difficult, trust and understanding of the information were 


generally quite high and overall satisfaction in what had been found (and bookmarked) was also 


high, indicating that the pupils in this study also tended to overestimate their abilities and failed 


to ascertain when they had performed poorly. 


 


Post task responses 
Post interview responses show the users’ understanding of the concepts of search, and the 


justification for decisions made. However, despite this understanding it further emphasises the 


shortcomings in their information literacy abilities and awareness of said shortcomings. For 


example, when discussing the reason for selecting a particular document, one user identified it 


was because ‘it was most relevant to the question’. Although this particular user’s performance 


for this topic was 0.132 which in itself is quite low, it was almost double that of the average for 


that topic, which was 0.069. Other comments regarding document selection follow in a similar 


fashion:  ‘probably contained relevant information’, ‘stood out as having relevant information’, 
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‘[was a] detailed article’, ‘summed up effects of piracy’, ‘seemed interesting’, ‘timely document 


that seemed relevant’ and ‘stood out as having relevant information’. While these comments 


demonstrate a simplistic understanding of topic and the document content, they do not suggest 


that the pupils either possess strong information literacy skills or that they do not take the time 


to employ them. If the users can differentiate information based on such distinctions then one 


would expect their performance to be better, so it is clear there is a disconnect, but also that 


their post-task perception that they are able to identify and select the most relevant sources of 


information is inaccurate and overly optimistic. 


When discussing query submission and query formulation, users adopted mixed strategies: 


‘based upon words from the question’, ‘breaking the question down into keywords’, ‘related to 


the initial search’, while others ‘tried new things (nothing worked)’, ‘tried new ideas’ and ‘tried 


to find as many different things as possible’. Search strategies employed range from keyword 


search, paraphrasing the initial question and reformulation. What is interesting is that in the 


instance of ‘new things’, which didn’t work, the researcher noted that this user was 


reformulating, appending to the initial term without correcting the reason for the poor retrieval 


performance – that the first term was spelled incorrectly. 


 


Conclusion  


 


The results of this study demonstrate a lack of good application of information literacy and 


search skills by the participants. Their typical performance, both in terms of query quality and 


ability to identify relevant information, is quite poor. Low performance has been attributed to 


lack of interest or knowledge of a topic (Smith and Hepsworth, 2007), however, in this case 


interest was reasonably high, and, although topic knowledge was reported at a low level, this 


was not found to have a significant negative impact on performance. What is particularly 


striking is that participants often selected (bookmarked) documents that were not relevant for 


their assigned topics and struggled to modify their queries to improve performance. Despite this 


poor performance, the pupils generally felt they had performed well and did not consider the 


tasks to be especially difficult, suggesting a lack of awareness of their own performance and 


skills development. 


The results also highlight a reliance of the pupils on search assistance functionality, such as 


spellchecking and suggested queries, which are often present in major search engines but are by 


no means implemented by all search systems. 


There were some marked differences between the SIMD quartiles, with fourth quartile students 


reading more documents, submitting larger more complex queries and subsequently more 


mistakes, and performing better when the topic is well known and interesting. However, overall 


performance and time spent on task were approximately equal. It must, therefore, be 


acknowledged that despite potential advantages living in a less deprived area may provide, this 


does not appear to equate to success in learning.  
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Abstract  



 
Introduction. This paper presents the results of a study investigating the information literacy 



and search skills of young people in Scotland. 



Method. Participants (n=57) completed two out of four different search tasks for which the 



correct answers (i.e. relevant documents) were known. Their interactions with the search system 



were logged and information about their own perceptions of the task were collected through pre- 



and post-task questionnaires. 



Analysis. The log data from the search system was analysed using the R statistical software 



package to understand the performance and behaviour of the participants when conducting the 



search tasks.  



Results. While we identified some evidence that information literacy and search skills were 



being employed, overall performance was low with participants often unable to produce 



successful queries and/or unable to identify relevant documents, even when some were present in 



the results.  



Conclusions. Search performance and ability to identify relevant information was generally 



poor, a fact that participants themselves were frequently unable to recognise. The results also 



suggest a reliance on complex search assistance tools (such as spell checking and query 



suggestions), which are common features of major search engines, but not of smaller systems, 



which pupils are also likely to have to use. 



 



Introduction 



The use of web search is now ubiquitous in daily life, whether from a work, study or social 



perspective, it is a constant aid in the quest for everyday information seeking. Many 



governments and local authorities increasingly offer their services, sometimes exclusively, 



through online means (Helbig, 2009). While this may lead to several benefits, there is concern 



about the expectation this places on people's information literacy and search skills. Is the use 



and reliance on assistive functionality luring users into a false sense of security and lessening 



the likelihood of the user employing information literacy skills to build good queries and assess 



the documents returned? And do information providers assume too much ability on the part of 



their end-users to search for, understand, evaluate and synthesise the information provided. 



Information literacy is a lifelong learning process that goes about providing the skills, 



knowledge and understanding required to ensure informed decision making and effective 



problem solving (Shenton and Pickard, 2014). These abilities are so crucial that many 



governmental organisations and politicians assert that they are essential to be able to participate 



effectively in our modern information society (Sturges, 2010). Within education, such skills are 



perhaps even more crucial, as pupils are often given tasks that necessitate these abilities and are 



first introduced to these concepts in school. To write a report one must identify the information 



required, use effective search strategies to locate relevant documents, evaluate the quality and 



veracity of these and, finally, synthesise the information by converting it into a coherent 



narrative (Eisenberg, 1990).   



Unfortunately, evidence suggests that millennials are not as information literate as one might 



expect and that the steps taken in education systems are not ensuring school leavers are 



equipped with these valuable skills (Pickard, et.al. 2013; Pickard et.al. 2014). Research shows 



that pre-university students are unable to construct effective search queries (Harrop, 2012), 
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rarely employ effective search strategies (Coiro and Dobler, 2007) and are easily discouraged 



when a search engine does not immediately return useful results and feel swamped by non-



relevant and poor-quality material, leading them to often simply cite/copy top-ranked resources 



without assessing their quality (Smith and Hepworth, 2007).  



This is a problem which needs to be countered early on in a child's development as recent 



research questions whether student information behaviours can be changed once they enter 



Higher Education (Rowlands and Nicholas, 2008). Therefore, it is crucial that pupils be taught 



these skills early in their educational lives and be encouraged to apply them throughout.  



In this work we investigate the information literacy and search skills of young people at an 



important stage in their education – shortly before they embark on their first set of major 



examinations. Unlike previous work, we evaluate this primarily based on quantitative data 



obtained from a large-scale user study (n=57) with participants from a large secondary school in 



greater Edinburgh, Scotland. We follow a well-tested methodology from the field of 



Information Retrieval to ensure that the studies are repeatable, representative and, crucially, in-



context. 



 



Related work 



There has been considerable research into the search behaviours of children over the past twenty 



years, with studies focusing on children’s search behaviours whilst using the web directory 



Yahooligans! (Bilal, 2000; 2002), adoption of search roles during the search process (Druin, 



2009), behaviours extracted from large scale query logs (Duarte Torres et al. 2010; Duarte 



Torres and Weber, 2011), Internet searching on complex problems (Schacter et al., 1998), and 



adolescent search roles (Foss et al., 2009). 



Bilal’s contribution to the investigation into children’s search behaviours has been extensive, 



with several works focused on children’s interactions with Yahooligans when conducting 



various task types (2000; 2003). In these studies, a mixed methods approach collected 



quantitative data on the interactions with and traversal of the search interface while post study 



interviews were used to collect qualitative data on student’s task generation, task preference and 



search interface opinion. These studies found that they preferred completing their own self-



generated tasks, were more successful when browsing then when using keyword search and that 



the search interface design was confusing to most, and were a factor in the search breakdown 



experienced by the children. Although seminal in their contribution, the study data were 



collected in 1998, a limitation noted by the author in these papers a few years later.  



More recently, Bilal investigated the reading level of Google’s search results (2013) by 



comparing them to the flesch readability formulae, finding that a high number of results 



retrieved by Google were difficult or confusing to children attending middle school in the US. 



This paper compliments Bilal’s findings by describing the effects that reading snippets, a short 



description of the documents content, has on the number of documents bookmarked and its 



effects on performance.  



Duarte Torres and colleagues have observed large scale query logs to extract children’s search 



behaviours and tested for rational sentiment in their search queries through the presence or 



absence of sentiment in the terms utilised (2010; 2011). Owing to the large scale of the studies 



and the numbers of participants, this approach is useful in providing generalizable results, 



however, it lacks specific context and makes some (well-reasoned) assumptions as a result of 



eliciting sentiment. Although understandable given the nature of the data collection, this paper 



builds on this work by focusing on more specific contextual effects on query formulation and 



semantic notion towards the tasks performed. 



Children are able to identify information overload as a potential problem of Internet search and 



have the ability to self-identify their skills shortage when it comes to refining search terms, 



which in turn leads to frustration, despite receiving information skills training, albeit in isolation 



and not related to topic work (Smith and Hepworth, 2007, p. 9). This paper seeks to further 
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investigate these areas, through participant responses reflecting on these points as part of the pre 



and post questionnaire. 



Coiro and Doblers’ paper on reading comprehension of online texts identified that when given a 



typical school-based task that is, to locate, evaluate and synthesize content area information 



within informational websites and search engines (2007, p. 221), prior knowledge, inferential 



reasoning strategies and self-regulated reading processes were required by students to ensure 



successful online reading.Rowlands et al. (2008) identified that children under thirteen are 



unable to construct effective searches and evaluate the results (p.22), largely attributable to 



knowledge deficiency of domain specific information, a lack of understanding of how search 



engines work, difficulties in switching between the use of natural language and search queries, 



and a limited command of vocabulary to utilise synonyms for query reformulation. Also 



mentioning that young people have difficulty in selecting sufficient search terms, fail to 



evaluate information from an electronic source, and declined to undertake additional searches if 



information was already found, (Rowlands et al., 2008). Rowlands goes on to state the need for 



more research around young people’s research information behaviours. This paper  builds on 



these foundations by investigating the information literacy skills of Scottish secondary school 



students. 



 



Methodology and data collection 



The study employs quantitative analysis of secondary school-aged (ages 13-14) children’s 



search behaviour through analysis of logs from a series of 30-minute information retrieval tasks, 



triangulated with qualitative assessments of the participants’ own behaviour. This methodology 



is common in the field of information retrieval as it provides an unbiased and repeatable 



environment in which performance and behaviour can be exhaustively logged and evaluated. 



Furthermore, rather than simply asking students to abstractly comment on their information 



literacy skills, this study gives participants an in-context work task to perform, allowing us to 



evaluate their responses to this in a more naturalistic fashion. 



We obtained permission to run our studies with pupils in year 3 (ages 13-14) at a large mixed-



intake secondary school in the city of Edinburgh, Scotland. More details about the participants 



and recruitment are given later in this paper. Each pupil was given a desktop computer and 



asked to complete two information retrieval tasks (or ‘topics) randomly selected from a set of 



four. The tasks were taken from the 2005 TREC HARD collection, which provides a complete 



set of 100 topics, each of which is presented as a title and short description of the information 



need. The school’s librarian and a selection of teachers were asked to reduce these to four topics 



based on topic suitability and perceived interest for the target demographic. The final four topics 



selected were:  



• 347 - wildlife extinction; 



• 353 - Antarctica exploration; 



• 367 – piracy; 



• 408 - tropical storms. 



Pupils used a bespoke search system to collect a small set of relevant documents for each of 



their two tasks over a time-constrained period of between fifteen minutes and half an hour. The 



search system was designed to be similar in design to those the pupils are likely to be familiar 



with (e.g. Google search) and is therefore composed of the standard search bar and button with 



results presented as a list of 10 blue links with associated snippets of text (see Figure 1). The 



entire user study was conducted using the search system, which logged all of the pupils’ 



interactions, including queries entered, documents read and documents selected (bookmarked). 
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Figure 1: The zing search interface 



 



The documents were taken from the TREC AQUAINT collection, a set of over a million 



documents from three large news agencies collected between 1996 and 2000. This is a complete 



information retrieval evaluation collection, meaning that there are pre-defined search topics 



associated with it together with relevance judgements for each of these topics. Relevance 



judgements are per-topic evaluations indicating which documents in the collection are relevant, 



and which aren't. Such a collection can be used to evaluate the performance of a new retrieval 



system or, crucially in this case, the search performance of users. 



Participants filled in pre- and post-task questionnaires in which they self-assessed various 



elements related to search. Pre-task questions included those related to familiarity with and 



interest in the topics and expected difficulty in completing the tasks. Post-task questions focused 



on perceived learning and search success and trust in the retrieved documents. For each topic, 



the participants were asked to imagine that they’d be writing a report about it soon and needed 



to collect some relevant documents to help them in doing so. Documents in search results could 



be bookmarked (i.e. indicated as relevant) by means of checkboxes. 



To obtain additional qualitative data from participants about their search behaviour and 



strategies, at the end of each session four participants, who all had one topic in common, were 



chosen at random by the system and were each asked by the research a question about their 



earlier search behaviour. Participants were shown either: their own search queries for one of the 



topics they had been given and asked how they came up with the search terms; or a document 



they had bookmarked and asked what made them choose that specific document. The 



assignment of questions to participants and a recording of the comments they each made was 



done by a bespoke web application, which ran on an iPad device. 



The user study was piloted in October 2017 by a small number of participants (n=12) before 



proceeding with the full experiments in November and December 2017. Studies were performed 



with groups of up to fifteen students at a time over five separate sessions in one of the school’s 



dedicated IT rooms. 
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Measures and metrics 



Performance can be determined in a number of ways: 



The quality of the participants’ queries can be assessed by means of the total number of hits, 



that is the number of relevant documents appearing within the 10 search results, and the average 



precision of the search results. Precision is defined as simply the number of relevant documents 



returned divided by the count of all documents returned (i.e. both relevant and non-relevant). 



This is calculated for all of the positions in the search ranking (positions 1 through 10) and 



averaged to produce the average precision. 



The ability of the participants to identify relevant documents can be determined by the number 



of relevant documents they managed to bookmark (select) per topic and, like the precision 



above, the ratio of relevant documents bookmarked over the total number bookmarked for each 



topic. 



All pre- and post-task questionnaire responses are based on a 5-point Likert scale in ascending 



order of agreement from 1 (disagree) to 5 (agree).  



 



Analysis 
Quantitative data analysis consisted of descriptive statistics, Wilcoxon signed rank testing and 



linear model regression to examine the relationships between the research variables using the 



statistical software package R.  



 



Findings 



 



Study participants 



 



Participants were recruited by the secondary school’s librarian who asked all of the pupils in 



year 3 (total=; aged between 13 and 14) to participate. A consent form was given to each pupil 



to take home to be signed by their legal guardian before any involvement in the study could take 



place. In total, 60 pupils were able to take part in the experiments, however, some data loss 



occurred during the transition process from data collection to data cleaning, three users’ search 



data were either unavailable or incomplete resulting in a final study population of fifty-seven 



(n=57). 



The only demographic data recorded for each participant was their Scottish Index of Multiple 



Deprivation (SIMD) vigintile ranking. The SIMD is a ‘tool for identifying areas of poverty and 



inequality across Scotland’ (Scottish Government, 2016, p. 2) and considers multiple indicators 



of deprivation (Income; Employment; Education; Health; Access to Services; Crime and 



Housing) which are grouped together. Areas of Scotland are split into data zones with roughly 



760 people per zone. The data zones were then split into 20 groups (vigintiles), each containing 



5% of Scotland’s data zones. Vigintile 1 contains the 5% most deprived data zones, vigintile 2 



the second most deprived 5% and so on, until vigintile 20 contains the least deprived 5%. This 



facilitates the identification of deprived areas, although it must be noted that ‘not all deprived 



people live in deprived areas’ and ‘not everyone within a deprived area is deprived’ (Scottish 



Government, 2016, p. 7).  



The average SIMD ranking for the study participants was 17.5, with a range of 18, putting this 



group within the 87.5 percentile of Scotland on average or within the range of 10% of the most 



deprived and 5% of the least deprived areas. The participants were divided into groups based on 



the SIMD ranking by quartiles, with those in the first quartile scoring a SIMD ranking of nine or 



less, and those in the third quartile scoring nineteen or above. The aim of this grouping being to 



facilitate comparison across deprivation areas by performance and behavioural metrics.  



 



Pre-task knowledge, interest and perceptions of task 
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Participants generally reported a low level of pre-study understanding of the topics - 2.35 on 



average. Interest in most of the topics was reasonably high at 2.94, suggesting that the topics 



selected were appropriate for the age group and of at least some interest. This is important as a 



lack of interest tends to result in a lack of engagement, therefore we can expect the relatively 



high levels of interest here to translate into a greater likelihood that pupils will engage fully with 



the search tasks. The level of clarity on how to complete the task was high at 3.85, indicating 



that most participants understood what they were being asked to do. Perceptions of how 



difficult it would be to find relevant documents and the overall task difficulty were 2.71 and 



2.88 respectively, while the difficulty in knowing when to decide enough information had been 



found was reasonably high at 3.14. 



The highest prior knowledge was for topic 347 (wildlife extinction; mean=2.88) and least for 



topic 353 (Antarctica exploration; mean=1.96). Interest was also reasonably high for three out 



of the four tasks, ranging from 3 to 3.38, although there was considerably less interest in topic 



367 (piracy; mean=2.41). Participants noted it was quite clear what was required to complete 



the task for each topic with 353 the highest at 4.000 and 347 the least at 3.625. Judging whether 



they thought the task would be difficult, participants noted that topic 367 would be reasonably 



difficult at 3.2 with the other three topics approximately moderate in difficulty. Finding relevant 



documents was expected to be moderately difficult for all topics with topic 367 at 2.862 and 



353 a close second at 2.833. 



 



Querying performance 



Overall performance was low with a median average precision of just 0.008 and a mean of 0.05. 



In terms of number of hits, the median number was only 1 and, out of a total of 600 queries, 



more than a third (227) returned not a single relevant result. 



By topic (see Table 1), performance was low across all tasks, but particularly for topic 353 for 



which the median number of hits was 0. The reasons for this are discussed later. 



 
Topic Average Precision Hits 



 Median Mean SD Median Mean SD 



347 – Wildlife extinction 0.05 0.08 0.69 3 2.54 1.87 



353 – Antarctica exploration 0.00 0.009 0.02 0 0.38 0.73 



367 – Piracy 0.02 0.07 0.1 1 2 2.36 



408 – Tropical storms 0.02 0.06 0.07 1 2.12 1.92 



 
Table 1: Average precision by topic 



 



Previous research has suggested that young people tend to over-estimate their information 



seeking and literacy skills (Pickard, 2004). As Bilal writes: ‘Although all children admitted an 



understanding of the search task…most of them were still unclear as to the type of information 



sought’ (Bilal, 2000). It is clear from the pre-task questionnaire results that our participants 



were also quite confident in their ability to complete the tasks, however, this confidence is not 



really warranted, given their poor querying performance. 



 



Task fatigue was anecdotally observed by the researcher after just one task, we therefore 



compare the average precision of each topic by the order in which they were completed (see 



Table 2). There was slightly better performance in sequence 1 topics, however differences are 



marginal, and still very poor overall, mean = 0.054 (sequence one) vs. 0.045 (sequence two). 



These differences are not significant (p=0.1319), although it is notable that the most difficult 



topic (353) displays the largest drop in performance. 
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Topic Seq 1 Seq 2 



347 – Wildlife extinction 0.090 0.073 



353 – Antarctica exploration 0.012 0.005 



367 – Piracy 0.080 0.057 



408 – Tropical storms 0.053 0.060 



 
Table 2: Average precision by sequence per topic 



 



By topic, users performed best in topic 347 and worst in 353 in both the first and second 



sequence, and with the exception of topic 408, which had an increase, there was a decline in 



average precision in the second sequence. These differences were not significant (p-value = 



0.1319). 



Performance between SIMD quartiles is approximately equal with the median average precision 



at 0.01 for both quartiles and the mean 0.045 and 0.052 for the first and fourth quartiles 



respectively (p = 0.998). The mean number of hits was 1.61 and 1.72 for the first and fourth 



quartiles. When performance across topics is compared (see below), there are some interesting, 



albeit not significant, differences. Performance by the fourth quartile is much higher for topic 



347 than for those in the first quartile and is higher than in any other topic.  



 
Topic Q1 Q4 



347 – Wildlife extinction 0.03 0.105 



353 – Antarctica exploration 0.011 0.013 



367 – Piracy 0.062 0.08 



408 – Tropical storms 0.064 0.058 



 
Table 3: Average precision by quartiles across topics 



 



These analyses suggest that the pupils from the fourth quartile SIMD band (i.e. those likely to 



be from wealthier backgrounds) are able to perform slightly better than those from the lowest 



quartile, especially when the topic is well known and interesting. 



 



Bookmarks and reading 



 



When determining performance, we can also consider per query how many relevant documents 



the participants were able to identify (bookmark) and how many they read. In general, 



participants did not manage to bookmark or read very many documents – on average they only 



bookmarked 0.97 and read 1.6 documents per query. Of those that they did choose to bookmark 



or read, only 36.3 and 23 percent were actually relevant.  



 
Topic Total number Of which relevant (ratio) 



 bookmarked read bookmarked Read 



347 – Wildlife extinction 1.78 2.02 0.54 (0.3) 0.69 (0.34) 



353 – Antarctica exploration 0.64 1.08 0.07 (0.11) 0.07 (0.07) 



367 – Piracy 0.84 1.54 0.53 (0.63) 0.49 (0.32) 



408 – Tropical storms 1.11 2.02 0.38 (0.43) 0.42 (0.21) 



 
Table 4: Bookmarked and read documents by topic 



 



Table 4 shows how these behaviours and the performance varied by topic, again indicating that 



the pupils found topic 353 to be particularly difficult, only managing to bookmark a relevant 



document 11% of the time. Equally notable, however, is relatively how well they performed on 



topic 367 where 63% of the documents they chose to bookmark were relevant. 
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Measure Q1 Q4 



# bookmarked 1.03 1.0 



# read 1.58 1.66 



# relevant bookmarked (ratio) 0.36 (0.35) 0.38 (0.38) 



# relevant read (ratio) 0.4 (0.26) 0.33 (0.2) 



 
Table 5: Bookmarked and read documents by quartile 



 



Overall the Q4 pupils read more documents but were also more likely to read a non-relevant 



document, however, while they tended to bookmark slightly less often, they were more accurate 



in doing so. 38% of the bookmarks by the 4th quartile pupils were relevant, while only 35% of 



those bookmarked by the 1st quartile pupils were relevant. Although not entirely conclusive, this 



suggests that the 4th quartile were able to use the information gained from their extra reading of 



documents to more accurately determine which were relevant. 



 



Task time 



 



On average, participants spent 472.5 seconds (7.88 minutes; median = 535 seconds / 8.92 



minutes) completing each task. This varied between a minimum of 80 seconds and a maximum 



of 884 seconds (14.73 minutes). Duration by topic was broadly the same, although participants 



did tend to spend slightly longer on topic 408 (tropical storms; median = 573s) and slightly less 



time on topic 347 (wildlife extinction; median = 493). Unsurprisingly, participants generally 



spent less time on their second topic (461 seconds) than on their first (494.3 seconds). There 



was very little difference in terms of topic duration between 1st and 4th SIMD quartile pupils 



(median = 562 and 561 seconds respectively). 



 



Query formulation 



 



Research has shown that search experts (who achieve excellent performance from search 



systems) typically formulate queries that have consistent characteristics. Their submitted queries 



are quite long, being composed of multiple keyword terms, use domain-specific vocabulary, are 



correctly spelt and tend not to copy text verbatim from the information need/TREC topic 



(Harvey et al, 2015)). Furthermore, they often submit multiple query reformulations, learning 



from the results of their earlier queries to improve their success/performance (Aula et al, 2005; 



White and Morris, 2007). In this section we consider the characteristics of the pupils’ queries to 



understand how (dis)similarly they are behaving to expert users.  



 



Query complexity  



Participants submitted an average of 5.4 queries per topic (median=4), although one particularly 



keen pupil submitted a very large number  of 25 queries for a single topic. This is somewhat 



less than reported in other studies by Torres et al. (8.76 queries; Torres et al., 2010) and Bilal’s 



study of children’s use of Yahooligans! (6.7 queries; Bilal, 2002). Users have been found to 



become discouraged when a search engine does not immediately return good results (Pickard, 



2004). Since our search system excluded features such as spelling autocorrection and suggested 



queries by design, this could go some way to explaining the lower number of queries we 



observed. 



The average query length was 3.5 terms (median=3), which is approximately equal to other 



studies, which report an average between 2.84 and 3.23 (Torres et al., 2010; Duarte Torres and 



Weber, 2011). The average character length was 24.9 (median=22) characters, which is slightly 



longer than those of the 13 to 15 year olds’ queries in the Duarte Torres and Weber paper 



(2011), which reported 17.67 characters for the non-navigational task. Linear modelling 



confirms that longer, more specific queries result in better performance – both the number of 
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query terms and the character length of queries are strong predictors of result quality in terms of 



both number of hits and average precision. An increase in query length of a single term yields 



an expected 0.012 improvement in average precision (p<<0.01) and the addition of 0.42 extra 



hits (p<<0.01). 



 



Topics 347 and 408 had longer queries, with more characters and more time spent formulating 



those queries, while queries for topic 367 were noticeably shorter and less time was spent on 



this topic. Analysis of linear models indicates that pre-task interest in the topic has a significant 



impact on the term (coef.=0.15, p = 0.04) and character length (coef.=1.87, p<<0.01) of the 



queries submitted for that topic. This suggests that the participants spent more time thinking 



about and formulating the terms which made up their queries for those topics they were 



interested in. 



 
Topic # terms # chars # queries Duration (s) 



347 – Wildlife extinction 4 24 3 54.5 



353 – Antarctica exploration 3 22 4 38.5 



367 – Piracy 3 19 4 33 



408 – Tropical storms 4 26 4 44 



 
Table 6: Querying statistics by topic (median values) 



 



Although not significant, participants in the 4th SIMD quartile tended to submit longer queries 



than those in the 1st quartile (mean of 3.7 terms against 3.2 terms) and spent longer querying 



(mean duration of 62.3s against 57.7s).  



 



Mistakes, use of advanced search and off-topic queries 



The instance of mistakes (mostly misspellings) was high at 118 or 18.89% of all of the 625 



queries, which is a larger proportion than has been found previously - Bilal observed 2% of 



mistakes (Bilal, 2002). A considerable proportion of these were due to the participants 



incorrectly spelling ‘Antarctica’, although mistakes were observed for all four topics. 



Unsurprisingly, mistakes have a significant correlation with query performance (p<<0.01), 



where an increase of 1 mistake has a -0.031 effect on average precision. 



Overall, there are very few instances of advanced operators being used, with a total of 14 



instances or 2.24% of all queries containing some form of advanced operator. There 25 off-topic 



queries, which equates to 4% of all queries. Foss et al. (2013) discuss adolescents as being 



‘more aware of social expectations placed on them when participating in a research study, and 



are more likely to answer questions directly’. In the context of this study, the participants’ 



search queries were at times off-topic ('aidan denholm’, ‘beach volleyball’), or demonstrated 



some frustration with the search system (‘please work’) and, at times, crossed the line into 



vulgarity (‘f**k this’). Many of these queries were submitted for topic 367 (‘piracy), perhaps 



again reflecting the pupils’ general disinterest in this particular topic. 



Lack of assistive functionality is in line with that of Bilal (2002), and although its adoption by 



many youth-oriented search engines, such as Yahooligans!, is advocated by Bilal, it is worth 



noting that not all search facilities outside of web search incorporate such features. This raises 



the question about whether this should be adopted wholly or is there a means to support 



children, and adults (who struggle just as much with the lack of assistance) in some other way 



without such functionality? 
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By quartile  



 
Measure Q1 Q4 



Mistakes 0.17 0.28 



Advanced operators 0.01 0 



Off-topic 0.1 0.03 



Query length (terms) 3.23 3.66 



Query length (characters) 23.2 26 



 
Table 7: Querying characteristics and mistakes by quartile 



 



Perhaps surprisingly the fourth quartile pupils submitted a significantly larger number of queries 



with mistakes than those in the first quartile, although this may be explained by them attempting 



to construct longer, more elaborate queries. First quartile participants submitted over 3 times as 



many off-topic queries, perhaps reflecting a greater tendency to become frustrated by the lack of 



querying support offered by the system. The fourth quartile pupils submitted longer queries as 



counted by both number of terms and character length, suggesting that they provided better-



specified, more detailed queries. 



 



Post task 



 Questionnaire 



Perception of task difficulty increased post task to 2.92 from 2.88 pre-task. Participants found it 



more difficult to find relevant information across all tasks, with the largest increases between 



pre and post responses for topic 347 and 353, (2.625 to 3.313 and 2.833 to 3.500 respectively). 



As expected, they found identifying keywords most difficult for task 353 (mean 3.583) and least 



difficult for 408 (mean 2.613).  



Despite this mixed perception of difficulty, the users were able to understand the information 



they read with 408 highest at 4.000 and 353 lowest at 3.375 (overall mean 3.77) and trusted the 



information found (highest 3.250 for topic 347 and lowest 2.968 for topic 408, overall mean 



3.14) and were reasonably satisfied across all tasks that they had found the information required 



to complete the task (highest 347, 3.438 and lowest 353, 3.042, overall 3.28). 



Linear modelling revealed that self-reported task knowledge, post-task difficulty and self-



reported ability to understand the content of retrieved documents were not significant predictors 



of actual retrieval performance, which was also identified by Bilal (2002). That said, post-task 



satisfaction with the information found had a significant positive effect on performance, where 



an increase of 1 increased precision by 0.012 (p=0.030). 



In previous studies young people were found to overestimate their ability (Pickard, 2004) or be 



unable to identify when they have performed badly (Schacter et al. 1998). Despite being able to 



identify when a task was more difficult, trust and understanding of the information were 



generally quite high and overall satisfaction in what had been found (and bookmarked) was also 



high, indicating that the pupils in this study also tended to overestimate their abilities and failed 



to ascertain when they had performed poorly. 



 



Post task responses 
Post interview responses show the users’ understanding of the concepts of search, and the 



justification for decisions made. However, despite this understanding it further emphasises the 



shortcomings in their information literacy abilities and awareness of said shortcomings. For 



example, when discussing the reason for selecting a particular document, one user identified it 



was because ‘it was most relevant to the question’. Although this particular user’s performance 



for this topic was 0.132 which in itself is quite low, it was almost double that of the average for 



that topic, which was 0.069. Other comments regarding document selection follow in a similar 



fashion:  ‘probably contained relevant information’, ‘stood out as having relevant information’, 
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‘[was a] detailed article’, ‘summed up effects of piracy’, ‘seemed interesting’, ‘timely document 



that seemed relevant’ and ‘stood out as having relevant information’. While these comments 



demonstrate a simplistic understanding of topic and the document content, they do not suggest 



that the pupils either possess strong information literacy skills or that they do not take the time 



to employ them. If the users can differentiate information based on such distinctions then one 



would expect their performance to be better, so it is clear there is a disconnect, but also that 



their post-task perception that they are able to identify and select the most relevant sources of 



information is inaccurate and overly optimistic. 



When discussing query submission and query formulation, users adopted mixed strategies: 



‘based upon words from the question’, ‘breaking the question down into keywords’, ‘related to 



the initial search’, while others ‘tried new things (nothing worked)’, ‘tried new ideas’ and ‘tried 



to find as many different things as possible’. Search strategies employed range from keyword 



search, paraphrasing the initial question and reformulation. What is interesting is that in the 



instance of ‘new things’, which didn’t work, the researcher noted that this user was 



reformulating, appending to the initial term without correcting the reason for the poor retrieval 



performance – that the first term was spelled incorrectly. 



 



Conclusion  



 



The results of this study demonstrate a lack of good application of information literacy and 



search skills by the participants. Their typical performance, both in terms of query quality and 



ability to identify relevant information, is quite poor. Low performance has been attributed to 



lack of interest or knowledge of a topic (Smith and Hepsworth, 2007), however, in this case 



interest was reasonably high, and, although topic knowledge was reported at a low level, this 



was not found to have a significant negative impact on performance. What is particularly 



striking is that participants often selected (bookmarked) documents that were not relevant for 



their assigned topics and struggled to modify their queries to improve performance. Despite this 



poor performance, the pupils generally felt they had performed well and did not consider the 



tasks to be especially difficult, suggesting a lack of awareness of their own performance and 



skills development. 



The results also highlight a reliance of the pupils on search assistance functionality, such as 



spellchecking and suggested queries, which are often present in major search engines but are by 



no means implemented by all search systems. 



There were some marked differences between the SIMD quartiles, with fourth quartile students 



reading more documents, submitting larger more complex queries and subsequently more 



mistakes, and performing better when the topic is well known and interesting. However, overall 



performance and time spent on task were approximately equal. It must, therefore, be 



acknowledged that despite potential advantages living in a less deprived area may provide, this 



does not appear to equate to success in learning.  
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Introduction 


The Ministerial Action Group has been tasked with reflecting on the 5Rights work in 


Scotland and developing an outline framework to guide the application of the Rights, as 


outlined in Scottish Government and Young Scot’s 5Rights Report, May 2017. 


 


The workshop held on 24th April 2018 was the first step towards developing an 


ethical, futureproof framework with related service principles which addresses 


the 5Rights. It aimed to provide the Digital Participation team with a starting point 


for ongoing consultation and development. This document provides a high-level 


overview of the workshop process and outputs. 


 


The objectives of the hands-on, interactive session, designed and facilitated by Snook, 


were to: 


● Centre discussions and activities around the lives of young people today. 


● Take a user-centred approach to developing the strategy, focused on identifying 


target groups involved in promoting/applying the 5Rights 


● Gain an understanding of the challenges and opportunities that the target groups 


face in the context of each of the 5 Rights. 


● Develop service principles for each of the 5 Rights 
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The Agenda 


1. Introductions and overview of the session (Scottish Government and Snook) 


2. Developing and mapping personas for three target groups. 


a. Considering the attributes of three different groups involved in 


promoting/applying the 5 Rights. 


3. Defining barriers and opportunities across the 5 Rights for each target group. 


4. Developing principles across the 5 Rights for each target group. 


a. Considering what implementers should do or not do when enacting the 5 


Rights for each target group. 


b. Considering the top 3-5 things each group need to know and apply related 


to 5 Rights? 


Key target groups 


Enacting the 5Rights requires the involvement of young people and other key 


stakeholders. We split the different stakeholders into three key target groups that we 


used to frame discussions during the session: 


 


● Young People: including 3-25 year olds; gamers, youth leaders, coders. 


● Significant Adults: including parents, teachers, librarians, youth and social 


workers, carers. 


● Digital Service Providers/Deliverers: including schools, libraries, universities, 


Government, local authorities, charities, public sector organisations, Facebook, 


Twitter, BT,  ASOS, Financial Service Provider, cyber security companies. 
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Overall themes from the workshop 


1. Opportunity for GDPR 


Across the target groups and 5Rights, the opportunity afforded by the introduction of 


GDPR was brought up again and again. Many participants hoped that this might 


address some of the current issues and barriers preventing implementation of the 


5Rights. 


2. Education 


For young people and significant adults, many participants expressed the opinion that 


both groups needed more education about how to stay safe online. This would address 


problems at both extremes - those who didn’t take precautions seriously and those who 


avoided all online engagement because of security fears.  


3. Clarity of guidance and explanations 


Some of the guidance about rights to privacy and explanations of terms and conditions 


was felt to be deliberately difficult to understand or overwhelming. It was suggested that 


these should be co-developed with young people.  


4. Staying up-to-date 


Significant adults and service providers, such as libraries, felt that technology and 


platforms changed so rapidly it was difficult to keep up with the latest developments and 


understand what the emerging risks were. A verified source of up-to-date information 


and guidance would address this.  
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Personas  


Personas are fictitious characters. They are representation of different types of people 


and should be based on first-hand insights from research, with further validation from 


target groups. This workshop used personas previously developed from other Snook 


projects to provide participants with some examples of different experiences and 


demographics. 


 


In order to draw out their specific expertise and experience, workshop participants were 


asked to write basic persona descriptions of 2-3 people from each target group and map 


these along two axes, into one of four quadrants. The intention of this exercise was to 


enable us to identity different demographics to involve in the research going forward. 


 


A full list of the personas can be found in the Appendix. 



https://drive.google.com/open?id=1ZY0U8bMul4L-WIt6eqz-uR57lERJk-IdI7vDSYEtVbo
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The axes for Young People and Significant Adults were: 


 


 


The axes for Digital Service Providers/Deliverers were: 


 


 


 Low awareness/ 
application of 
5Rights 


High awareness/ 
application of 
5Rights 


High digital usage/ 
literacy 


Low digital usage/ 
literacy 


 High possibility of 
being influenced  
by 5Rights 


Local 


International 


Low possibility of 
being influenced  
by 5Rights 
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Workshop participants produced numerous basic descriptions of people from each of 


the target group quadrants in the workshop. We have synthesised their basic outlines to 


develop and create representative personas for each quadrant. This was to make sure 


that any further strategy that is developed will work for the variety of different people it’s 


going to affect. These hybrid personas, as outlined below, require further validation 


through primary user research.  


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


Young People 


Low digital usage/literacy and Low awareness/application of 5 Rights 


1. Alex, 9 years old.  


Alex sometimes games and uses a headset to chat to his friends. He also likes 


YouTube. Alex is not aware of rights and safety and the dangers and benefits of 


online. He has no parental guidance around his usage. 
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Low digital usage/literacy and High awareness/application of 5 Rights 


2. Laura, 15 years old. 


Laura has no access to services online at home so only accesses them within 


school. Her mother doesn’t allow her to have a smartphone. Despite her low 


digital usage, Laura is learning about 5Rights at school. 


 


High digital usage/literacy and High awareness/application of 5 Rights 


3. Amal, 22 years old. 


Amal is a coder and has high tech skills. He lives in a small flat by himself and 


struggles to afford his bills but prioritises the internet so he can code, use social 


media and game online. Amal has a high awareness of the 5Rights through 


engagement at college. 


 


High digital usage/literacy and Low awareness/application of 5 Rights 


4. Beth, 17 years old. 


Beth likes chatting to people online on her smartphone - sometimes friends and 


sometimes strangers. She has signed up accidentally to a lot of spam and feels 


harassed. She is highly skilled (and fast!) when using preferred apps to 


communicate with people. She is unaware of digital participation, literacy or 


rights. 
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Significant Adults 


Low digital usage/literacy and Low awareness/application of 5 Rights 


1. Mary, 72 years old. 


Mary is a grandparent who looks after her two teenage grandchildren twice a 


week. She has no smartphone or wifi and doesn’t have an understanding of 


young people using the internet and social media. She is overwhelmed by fears 


of the risk of technology to her grandchildren. 


 


Low digital usage/literacy and High awareness/application of 5 Rights 


2. Allison, 48 years old. 


Allison is a primary school teacher. She hardly uses the internet and believes 


that internet safety education is the role of parents. She is concerned that young 


people are giving away too much personal information that could be used against 


them in the future. Allison believes children should just “stay off computers”. 
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High digital usage/literacy and High awareness/application of 5 Rights 


3. Ross, 30 years old. 


Ross is a social worker and is very digitally literate. He works with young people 


and teaches them digital and information literacy skills. He would like to 


communicate with the young people he works with online more, but agency 


policies won’t allow this. 


 


High digital usage/literacy and Low awareness/application of 5 Rights 


4. Mo, 33 years old. 


Mo is a community learning worker and uses lots of digital tech with learners. He 


works in isolation in a rural island community and is not ‘plugged in’ to new 


policy/initiatives. He also has two young children and has started them on tech 


early but never checks what they have been doing online. 
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Digital Service Providers/Deliverers 


Local and High possibility of being influenced by 5Rights Programme  


1. Barbara, 36 years old. 


Barbara is communications manager in the local government. She maintains the 


digital service to raise awareness of council services. She holds a lot of data on 


users and has high technical IT skills but is not aware of user needs. 


 


Local and Low possibility of being influenced by 5Rights Programme  


2. Stephen, 27 years old. 


Stephen works as a youth leader for local government. He provides gaming 


sessions for young people aged 12-18 years within youth club sessions. 


He is highly aware of privacy/security issues and does a lot of work promoting 


internet safety in youth clubs, schools and colleges. 


 


International and High possibility of being influenced by 5Rights Programme  


3. Phyllida, 45 years old. 


Phyllida is Head of Tech Literacy at BT and is very aware of how the BT tech 


literacy aims and objectives align to their business and corporate responsibility 


aims, in the UK and international context. Phyllida takes the 5Rights seriously 


and respects user’s privacy and rights online. 


 


International and Low possibility of being influenced by 5Rights Programme 


4. Chris, 23 years old. 


Chris is a Sales Manager at ASOS. He wants to know lots about his buyers’ 


orders in order to influence their shopping habits and spending to increase ASOS 


profits and market share. He has a lack of interest in rights over profit and fails to 


take young people's’ rights seriously. 
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These personas, which were developed during the workshop, need further testing 


and validation. This can be done through further primary research with 


individuals and target groups and frontline practitioners who work with the target 


groups. 


 


 


Barriers and Opportunities 


Participants identified specific barriers and opportunities related to implementation of 


each of the 5Rights across each of the target groups.  


 


Significant Adults and Young People often had several, similar barriers and 


opportunities. Digital Service Providers/Deliverers, on the other hand, often had many 


different and more specific barriers and opportunities. This could be due to there being 


a diverse range of service providers that were being considered. Going forward, this 


needs to be explored further. 
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1. Right to Remove 


“Every child and young person should have the right to easily edit or delete all content 


they have created.” (5Rights Report, May 2017). 


 


Young People 


Barriers and Opportunities for Young People 


Participants commented that many young people have a lack of knowledge of 5Rights, 


how to ask for help and what their digital footprint looks like. GDPR rights, education 


and clear instructions about how to delete content, or request deletion, are opportunities 


to counteract these barriers. 


 


Barriers Opportunities 


Not knowing how to request information to be removed GDPR right to measure 
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Not feeling comfortable to ask for help GDPR right to restrict processing 


Lack of understanding of individual’s rights GDPR right to accurate records 


Not knowing what information is alive about them/you - 


what is my digital footprint? 


Be able to delete comments that people 


have put on posts 


 


 


Significant Adults 


Barriers and Opportunities for Significant Adults 


Adults also have a lack of knowledge of how to remove data and information and they 


often post information without the consent of young people. There are opportunities to 


carry out awareness raising campaigns and use GDPR to reach adults. 


 


Barriers Opportunities 


Awareness that removing information is possible GDPR publicity 


Parents often post content (pictures and information) 


about their children without permission or informed 


consent - consequences for the children 


National CPD/CCPL programmes 


(teachers/youth workers/parents?) 


Not knowing the technical way of doing this Awareness raising campaigns 


 Parental engagement 


 Informed adults can support young people to 


do this 


 Question what is interaction between young 


people consent and parental/proxy consent? 
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Digital Service Provider/Deliverer 


Barriers and Opportunities for Digital Service Providers and Deliverers 


Participants acknowledged that service providers need infrastructure and resources to 


deal with people requesting deletion of content they have created themselves, or that 


others have created or reused.  


 


Barriers Opportunities 


Needs infrastructure to be able to remove data/posts GDPR 


Where does it go? Not just original place Digital literacy increasing 


How do you find this information on digital service 


providers? 


Privacy reviews across the board 


Needs policies and people to deal with requests and 


to respond in a reasonable period 


For content uploaded by others - up to social 


media companies to decide what is 


‘inappropriate’ and whether to accept take 


down requests 


Lack of control if data has been reused  


What about content created about you by others?  


 


 


 


 







 


 


15 


 


    
 


2. Right to Know 


“Children and young people have the right to know who is holding or profiting from their 


information, what their information is being used for and whether it is being copied, sold 


or traded.” (5Rights Report, May 2017). 


 


Young People 


Barriers and Opportunities for Young People 


Participants expressed the opinion that there is a lack of clear communication about 


what information is held, where it is held, how it is being used. This results in young 


people being unaware of the potential implications. This could be overcome by 


application of GDPR rand co-designing information with young people. 


 


Barriers Opportunities 


How do they do this? Clear, accessible guide/information co-designed 


by young people 


Understanding the T&Cs is one thing, but what 


about the implications of them? 


GDPR right to be informed 


Bad privacy notices not pitched at right level GDPR right of access to personal data 


Not knowing what information their organisations 


have and how it is being used 


 


 


Significant Adults 


Barriers and Opportunities for Significant Adults 


Adults also have a lack of understanding around the Right to Know, and the reuse and 


regeneration of information is hard to keep track of. GDPR and awareness raising with 


those who care for children and young people could help to counteract this. 


 


Barriers Opportunities 


Data use often highly opaque GDPR publicity 


Parents don’t read T&Cs, how can you expect young people 


to? 


Awareness raising with adults 


supporting young people 
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Adults own lack of understanding/knowledge Parental engagement 


Lack of understanding of both the impact of and solution to 


this 


 


Proliferation of data - often not self-generated, makes it hard 


to keep track of 


 


 


 


Digital Service Provider/Deliverer 


Barriers and Opportunities for Digital Service Providers and Deliverers 


Participants believed that some service providers do not appreciate that people struggle 


with technical language, and others seem to use this to their own advantage. This could 


be counteracted by co-designing terms and conditions with young people. 


 


Barriers Opportunities 


Lack of digital and information literacy GDPR 
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Is it too onerous Education within service 


So many providers Develop complete and informed privacy 


notices 


Users not understand true value of their data Capacity for informed consent changes as 


a young person grows up and build own 


knowledge 


“Real” consent rather than accepting the T&Cs to get to 


next step/access service 


Communication, transparency, usage of 


data 


Terms and conditions designed to discourage 


reading/understanding 


 


 


3. Right to Safety and Support 


 


“Children and young people should be confident that they will be protected from illegal 


practices and supported if confronted by troubling or upsetting scenarios online.” 


(5Rights Report, May 2017). 


 


Young People 


Barriers and Opportunities for Young People 


Participants suggested that young people do not know who to turn to or where to find 


reliable information when they are unhappy about what is happening online. This could 


be addressed by providing clear guidelines and emphasising the importance of looking 


after themselves online.  


 


Barriers Opportunities 


Adults/parents can exaggerate the dangers to young 


people on the internet 


Safe and supported contact with family for 


children in care 


Don’t know where to go for help and lots of info out 


there but don’t know what is most reliable 


More emphasis on benefits but be informed 


about the dangers/wellbeing 


Limited support with emotional issues/trauma if 


children in care are in touch with family ‘in secret’ 


Part of mental health and wellbeing 
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Who has this responsibility? Become embedded part of digital champions 


network 


Lack of awareness of cyber bullying. Clear and accessible support at local level 


 


Significant Adults 


Barriers and Opportunities for Significant Adults 


Some adults feel under-equipped to protect young people from online dangers and can 


overreact by denying access. This could be addressed by education and peer support.  


 


Barriers Opportunities 


Adults and people who didn’t grow up digitally see 


a divide between online and offline 


Significant adults who are the experts in offline 


safety and support 


Lack of confidence about how to support Peer support/learning 


‘Neurosis’ about safety could lead to restrictions on 


tech 


Carers need information and advice to support 


children in care with their online contact with 


family 


Over reaction - seeking a “justice” solution to 


problems 


Parental engagement/awareness raising 
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Digital Service Provider/Deliverer 


Barriers and Opportunities for Digital Service Providers and Deliverers 


Participants expressed the opinion that there are limited systems in place to verify a 


young person’s age and prevent access to unsuitable content. This is something that 


should be addressed.  


 


Barriers Opportunities 


Parents/carers might not be digitally literate/interested Clear independent reporting - 


independent body for support 


People/staff resources Public librarians can help with support 


and understanding 


Different perceptions More granular content filtering 


Support services inconsistent - all give different advice Peer support for young people 


Systems not talking to each other Young Scot card as age verification 


Age verification to check ID  


 


4. Right to Informed and Conscious Use 


 


“Children and young people should be empowered to reach into creative places online, 


but at the same time have the capacity and support to easily disengage.” (5Rights 


Report, May 2017). 


 


Young People 


Barriers and Opportunities for Young People 


Participants indicated that young people are prevented and discouraged from using 


some sites as they do not know how to access these without sharing personal data. 


This can be overcome by education in digital literacy. 


 


Barriers Opportunities 


Excluded from social media groups as don’t want 


data shared - want to use anonymously 


Deliver education in schools, community and 


libraries 
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How games/apps use entrapment techniques Integrate digital literacy with health and wellbeing 


Needs to be within curriculum Information about wellbeing and the benefits of 


disengaging 


Some residential care settings don’t have wifi and 


computers have very restricted internet access 


 


Not relying on consent and meaningful choice  


 


 


Significant Adults 


Barriers and Opportunities for Significant Adults 


Some adults lack the knowledge and skills to support young people to stay safe. This 


can be addressed by awareness raising and skills training.  


 


Barriers Opportunities 


Adults’ skills (and time to learn) to provide support Moving from passive consumers to active 


problem/skills/solutions 


No sympathy for young people who are device dependant Parental engagement 


Awareness that young people need to be educated about 


the consequences of this (positive and negative) 


Awareness raising 


Concerns about professional roles and responsibilities Help to improve skills and profile 


Pressure to engage online  
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Digital Service Provider/Deliverer 


Barriers and Opportunities for Digital Service Providers and Deliverers 


It was suggested that Digital Service Providers want to maximise engagement but 


sometimes this can put young people at risk. Building in break times and other ways of 


promoting wellbeing for participants would demonstrate customer care.  


 


 


Barriers Opportunities 


Peer pressure Education 


Organisations/companies designing ‘entrapment’ 


technology: designed to be addictive/immersive 


Promote apps on phones and tech to tell you to 


take a break 


Rewards loops in games and social media Quality of time over quantity 


Fear of missing out Quality is greater than quantity for time spent 


online 


Notification design: to increase usage Granular choice with regards to notifications 


Notification rich social media platforms Building ‘quiet time’ for notifications 


 


5. Right to Digital Literacy 


 


“To access the knowledge that the Internet can deliver, children and young people need 


to be taught the skills to use, create and critique digital technologies, and given the tools 


to negotiate changing social norms.” (5Rights Report, May 2017). 


 


Young People 


Barriers and Opportunities for Young People 


It was recognised that young people may use the internet a lot but often lack basic 


digital skills. This can be improved by embedding digital literacy training in every area of 


the curriculum from an early age.  
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Barriers Opportunities 


In school there is very limited education in digital 


literacy 


Curriculum for excellence 


Not always delivered in schools Digital skills need to be embedded across the 


curriculum 


Assumptions of digital natives Digital champions network framework 


Considerations of children/young people’s 


additional support for learning needs 


Not just about how computers work but how it can 


affect wellbeing - focus on health and wellbeing 


Lack of access for some young people Child-centred ways to promote digital literacy 


which meet the needs of individual children and 


young people 


Unaware of data protection rights and how to 


exercise them 


A national programme across all ages and stages 


Be aware of reaching young people not engaged in 


any formal education 


Be open about your systems/processes/policy 
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Significant Adults 


Barriers and Opportunities for Significant Adults 


Participants believed that many adults feel unprepared to teach digital literacy. Up-to-


date resources for training would help with this.  


 


 


Barriers Opportunities 


Education system not well geared to this type of 


critical/creative learning 


Personalisation vs overreach into your life 


Teachers confidence and skills Good data vs bad data 


Political pressure from teaching unions Tech literacy and digital skills strategy - 


teachers 


Poor digital literacy in some significant adults 


who/how do we learn from? 


Build into pre-school learning (expansion of free 


childcare hours) 


Young people don’t understand or care enough Parental engagement 


Very fast moving world - relevant skills today are 


irrelevant tomorrow 


Awareness raising 


Concerns about professional roles and 


responsibilities, e.g. social workers 


 


 


 


Digital Service Provider/Deliverer 


Barriers and Opportunities for Digital Service Providers and Deliverers 


Responses from participants in this section focused more on providers such as libraries 


etc and the problems they faced with keeping everything up-to-date. They felt that 


partnering with tech companies who could offer resources and training would help 


address this.  


 


Barriers Opportunities 


Pace of change Supporting digital skills programmes (digital 


garage) 


Cost of adding and maintaining equipment Integrating digital literacy into general literacy 
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Desire to learn Not just knowledge, it’s information that is 


searched for, shared and evaluated 


Knowing what digital literacy means, e.g. digital 


citizenship 


Partnerships with tech companies 


 There are no hints and tips from service providers 


on fake news, digital and information literacy. Not 


enough education 


 


Service Principles 


Participants developed some Service Principles to guide implementation of the 5Rights. 


Principles were based on some of the ideas generated in an activity focused on Dos 


and Don’ts (see appendix). 


 


Principles for the Young People and Digital Service Provider/Deliverer groups were 


developed by for each of the 5Rights. The group working on Significant Adults felt that 


there were service principles that applied across all five of the 5Rights and so 


developed one set of principles.   


 


 



https://drive.google.com/open?id=1tk4_EoPyGYW7ILi3u2qSy9OvWEoUrEopUUIN-WPf1QY
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Young People 


1. Right to Remove 


1. If it’s not obvious how to erase content, ask for help. 


2. Participate in the co-design of the site. 


2. Right to Know 


1. Don’t be afraid to ask what information the organisation has about them. 


2. If the T&Cs are accessible then make sure they read/watch them. 


3. Know their data is valuable. 


3. Right to Safety and Support 


1. Expect a helpful response if there are problems and expect help to be easy to 


find. 


2. Simplified route to access for people with lower digital skills. 


4. Right to Informed and Conscious Use 


1. Feel confident about using online networks responsibly. 


2. Understand your own comfort zone and ask for help when you go beyond it. 


5. Right to Digital Literacy 


1. Peer educate about experiences. 


2. Use opportunities to learn and provide feedback on them. 


3. Digital literacy framework (all skills included). 
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Digital Service Providers/Deliverers 


1. Right to Remove 


1. Make it easy to find 


2. Make it easy to remove 


3. Make it easy to know you can 


2. Right to Know 


1. Be clear (plain English) about what data is held, what the data is used for and be 


specific about what data is shared and who with. 


2. Make it easy to find out what data is held. 


3. Right to Safety and Support 


1. Link with independent reporting bodies 


2. Work towards an independent reporting body/system 


3. Find and use opportunities to work with and through significant adults to 


education them 


4. Involve young people in design of your services to ensure safety and support 


5. Provide young people the opportunity to reflect on their service experience  
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4. Right to Informed and Conscious Use 


1. Celebrate the ‘good’ of online 


2. Design services with all users/everyone in mind (including those who won’t share 


data) 


3. Design socially responsible services 


4. Be transparent about how your service works 


5. Right to Digital Literacy 


1. Don’t assume 


2. Design intuitive services 


3. As a service provider understand the breadth of ‘digital literacy’ 


4. As a service provider continuously explore the evolving digital landscape and the 


implications of that 
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Significant Adults 


 


Service Principles across all 5Rights 


 


1. Technology can be a force for good, but benefits and risk need proportionate 


balance 


 


2. Helping young people enact the rights is a responsibility for all significant adults 


 


3. Significant adults have a responsibility to build a coherent/consistent approach to 


supporting the enactment of the rights 


 


4. Engagement with digital is different for every person - there needs to be 


recognitions and support for personal goals, skills, ambitions, interests, benefits 


and risks 


 


5. 5Rights are key to accessibility, participation and inclusion 


 


6. The Rights and Principles need to be recognised, supported and owned by 


young people 


 


7. This is a very fast changing world --> we need to build in the ability to 


return/update the rights and actions as technology changes 


 


8. Significant adults need to recognise their own strengths and weaknesses and 


build their skills and confidence 


 


9. Principles must be driven by specific actions 


 


10. Plain communication is essential 
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Next 


This short report represents the ideas and opinions of the group of people gathered 


together for the workshop. The intention is that these form a starting point for further 


exploration and discussion of the subject area. 


 


We suggest that some of the personas in the identified target groups, including those at 


opposite ends of the axes, should be engaged in further research to challenge or 


validate and further develop the personas and service principles. It may be appropriate 


for these to be developed into service and design patterns that can be prototyped and 


tested with key target groups. 


 


To progress the outputs from this workshop further we suggest the following:  


  


1. Conduct further research to develop deeper insights into the needs of specific 


target groups, focusing specifically on those with the lowest digital skills and  


least awareness and application of the 5Rights.   


2. Test and develop the service principles with the relevant groups. 


3. Develop and prototype service and design patterns to guide application of the 


5Rights. 


 


Appendix 


1. Personas 


2. Dos and Don’ts 



https://drive.google.com/open?id=1ZY0U8bMul4L-WIt6eqz-uR57lERJk-IdI7vDSYEtVbo

https://drive.google.com/open?id=1tk4_EoPyGYW7ILi3u2qSy9OvWEoUrEopUUIN-WPf1QY
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Good Morning, 



 



Following on from the workshop in April we are pleased to attach a draft report of the findings from Snook.  Attached as word docs are the Appendices referred within report.  



 



We would welcome comments on how far you think the report represents your thoughts and discussions on the day such as:



 



Ø  Is there anything you feel has been omitted or is not reflected in the draft report and would like added at this stage?



Ø  What would you like to see happen as the next step towards forming an ethical framework for digital rights in Scotland?



Ø  Are there any groups/individuals you would like to put us in touch with for the next steps of wider consultation to strengthen the primary user research? 



 



Please submit any feedback by Friday 25th May.  If you have any further questions regarding the above work please do not hesitate to get in touch with us.



 



Kind regards, 



 



Kirsty



 



Kirsty McGill 



Executive Officer



Digital Participation Team | Connectivity, Economy and Participation | Directorate for Digital



T: 0300 244 6740



 



Scottish Government



4th Floor, 5 Atlantic Quay 



Glasgow 



G2 8LU



 



 



_____________________________________________
From: McGill K (Kirsty) 
Sent: 25 April 2018 16:26
To: 'David.McNeill@scvo.org.uk'; 'Douglas@carnegieuk.org'; 'Maggie Tam'; 'Maureen Falconer'; 'Iain Robertson'; Morris L (Lesley); McFaul K (Kirsty); Aitken S (Sandra); Foreman JM (Jenny); 'Cleo Jones'; Braham S (Susie); 'lizzie.morton@strath.ac.uk'; 'Daniel Sellers'; 'Carmel Gallagher'; 'liz.turner@bt.com'
Cc: Martin A (Alan); Mitchell A (Alyson); McLeod S (Sarah)
Subject: Digital Participation: Ministerial Action Group Workshop (24 Apr)



 



 



Dear All, 



 



We would like to thank you for your attendance and input at the Digital Participation Ministerial Action Group meeting (Tue 24 Apr), we hope you found the event useful.  The workshop generated a wealth of thoughts, discussions and ideas in forming a starting point to develop an overarching framework of principles that describes a Scottish Approach to rights and responsibilities in the digital world. 



 



Snook (the facilitators at the workshop) will produce a summary report with the initial findings for us to feedback.    This will then inform the next steps in developing the above framework and as highlighted on the day provide a starting point for wider consultation. 



 



If you have any further comments or points surrounding the 5Rights and wider approach to digital rights that wasn’t part of the exercises, that you wish to feed in, please forward to myself or one of my colleagues in the Digital Participation team.



 



Kind regards, 



 



Kirsty



 



Kirsty McGill 



Executive Officer



Digital Participation Team | Connectivity, Economy and Participation | Directorate for Digital



T: 0300 244 6740



 



Scottish Government



4th Floor, 5 Atlantic Quay 



Glasgow 



G2 8LU
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Dos and Don’ts





1. Right to Remove





Young People





			Do


			Don’t





			Be aware of your digital footprint as a young person


			Don’t collect more data than necessary for purposes





			Co-produce guidelines with children and young people


			





			Make T&C plain English - at appropriate level for audience


			





			Plain English guidance


			





			View rights as good business practice


			





			Good retention schedules


			





			Take responsibility for understanding what you’re doing (within the parameters of the platform)


			





			Topline summation of rights


			











? Do young people have any control over do and don’ts?





Significant Adults





			Do


			Don’t





			Ask questions x 5 (all rights)


			Make assumptions (x5 all rights)





			Recognise benefits and risks (x5 all rights)


			Make it dry x5





			Seek to learn x5 (all rights)


			Upload photos/content of young people without consent





			Make it engaging/active x5


			Frighten people x5





			Providers make it clear


			Don’t wait until you think, e.g. 13 years old for Facebook, it’s the right time, x 5





			Create a well-targeted campaign x5


			Start talking about this if you don’t have the information/knowledge





			Make sure you have the knowledge you need to be able to advise and guide


			





			Do teach this as early as possible x 5


			














Digital Service Providers and Deliverers





			Do


			Don’t





			Delete data from their servers permanently (when they call)


			Make it difficult





			Inform users of rights


			Make it difficult to find out what is heldM





			Do user testing of usability


			





			Allow easy deletion of content


			





			Allow a young person to see the data held on them


			





			Regular prompts to review


			





			Provide simple statements and good privacy notices


			

















2. Right to Know





Young People





			Do


			Don’t





			Terms of service should have a simplified section - bullets pointing out the main points


			Don’t expect people to read through pages and pages of terms and services





			Use simple language in T&Cs


			





			Be transparent


			





			Do provide tool to find out what information is held


			





			Co-produce T&Cs with young people


			














Significant Adults





			Do


			Don’t





			Open dialogues about the rights and pitfalls


			Spread information about data usage





			Providers responsibility to education all young people/users and the adults around them


			Don’t be overly negative








			Do teach early


			





			Make yourself aware about data usage to inform young people


			














Digital Service Providers and Deliverers





			Do


			Don’t





			Communicate in ways people can understand


			Put pages and pages of T&Cs





			Ensure Scottish Government website has hints and tips on rights


			Make it difficult to find








			Providers/deliverers/businesses co-design T&Cs with young people


			Ages of the user





			Remind people of rights regularly not a once only opportunity


			Use personal data without informing why





			Be upfront and transparent


			Just say ‘Accept & Continue’





			Be clear what data you hold and what you do with it


			














3. Right to Safety and Support





Young People





			Do


			Don’t





			Let children and young people know it’s ok (good!) to ask for support, and respond helpfully


			Don’t profile without informing beforehand





			Inbuilt ‘panic’ button


			Refer young people to legal jargon process





			Ask young people best way to give them safety and support


			Don’t create or share disturbing or distressing content





			Think about the consequence


			Be ‘angry’ with young people for seeking contact with estranged family online














Significant Adults





			Do


			Don’t





			Listen to the young person’s views about appropriate responses to issues


			Be distrustful of your children: don’t monitor them online, don’t read their messages





			Recognise the range of harms that can exist


			Don’t see digital as negative





			Understand the online (and offline) routes for tackling harm


			





			Remember that there is no distinction for young people between on/offline


			





			Don’t see the digital and offline world as separate: both are just as important


			














Digital Service Providers and Deliverers





			Do


			Don’t





			Provide opportunities for young people to vocalise how they feel about their experience with digital/online service


			Providers/deliverers use T&Cs as way of negating safety factors if highlighted by young people





			Make it easy to report upsetting experiences and take action


			Ignore the voice of young people





			Remove quickly when necessary


			Don’t put profits before the wellbeing of people





			Link to independent support


			





			Signpost users to the local support service


			





			Consult and engage with young people about these issues


			














4. Right to Informed and Conscious Use





Young People





			Do


			Don’t





			Encourage young people to build online networks which are right for them


			Don’t prevent people using an app as don’t want data shared





			Increase digital resilience at local level supported by digital champions


			Pros and cons of big data





			Support vulnerable young people (such as care leaves) to access the hardware they need to get online


			Exclude young people from accessing over concerns of safety














Significant Adults





			Do


			Don’t





			Encourage productive, intentional and empowered tech usage


			Be dismissive about device/application addiction





			Understand just how addictive online/social spaces can be and that this is everyday life


			Don’t scare young people prevent use of being online





			Carers should use digital opportunities to keep in touch with children and young people who have lift care settings


			





			Understand the business models of platforms and providers


			














Digital Service Providers and Deliverers





			Do


			Don’t





			Support learning in this area


			Exclude people who don’t want to share data





			Create and use engaging memes to educate


			Don’t treat your users with disrespect





			Help young people to use their time online productively


			Make young people device dependent through entrapment





			Do be a conscientious/ethical provider (how?)


			Don’t deliberately make games/apps addictive when designing for young users





			Plain English for T&Cs


			Try to hide





			Develop corporate responsibility towards your audience


			














5. Right to Digital Literacy





Young People





			Do


			Don’t





			Include data protection rights in schools


			Silo approach, avoid silos





			Use information rights in classwork


			Community development approach - use digital assets already there





			Encourage young people to lead in what education should look like


			





			National programme


			





			Develop a range of tools to support children and young people with different learning needs to increase their digital literacy


			














Significant Adults





			Do


			Don’t





			Identify options for best ways to do this! (Needs some consultation)


			Don’t assume awareness of tech skills for all young people - smart phone does not = digital skills





			Use positive role models


			Don’t assume access - to online





			Be overly negative about tech


			Don’t just “teach” but “do” too





			Approach through a critical skills prism - not black/white and same for all


			Assume young people know better than you





			Make digital literacy a responsibility of all


			Don’t assume 5 Rights of digital literacy will be a core skill without push from leaders














Digital Service Providers and Deliverers





			Do


			Don’t





			Communicate in ways people can understand


			Assume





			Help to create good learning opportunities


			Don’t take advantage of users that have low digital literacy





			Assist in the education of adults that work with young people


			Design services that are hard to understand





			Provide support to digital skills programmes


			Make services too complex





			Be open!


			





			Explore
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Target Group Personas by Quadrant








1. Young People





Low digital usage or literacy/Low awareness or application of 5 Rights





1. Alex, 9 years old


Spends a lot of time gaming unsupervised. Has headset for chat. Watches YouTube. No parental guidance.





2. Lana, 14 years old


Lana mainly uses her smartphone to access social media sites including Facebook, Instagram, Snapchat. This is main way she speaks to friends.





3. Chloe, 18 years old


Very good at using social media but struggling to apply for jobs due to lack of skills in other areas, i.e. creating a CV using Word.





4. Alana, 9 years old


Using social media below age limit. Limited parental support.





5. Gamer McGamer, 15 years old


Yells at other people on XBox Live and trolls people online. ‘Addicted’ to devices with little self-awareness.





6. Lucy, 10 years old


Restricted access due to parental control. Non-understanding and low confidence on rights and safety.





7. Josh, 25 years old


Josh “gets by” on social media but has low literacy skills and can’t take in information about jobs/health etc. He likes YouTube.





8. Kyle, 13 years old


	Literacy issues, behaviour issues. Not functionally literate. Angry and isolated.





9. Child, 5-7 years old


Does homework on tablets/smartphones, plays games. Not aware of safety or dangers or of the benefits of online.








Low digital usage or literacy/High awareness or application of 5 Rights





1. Amal, 15 years old


Amal is a refugee. He has no access to services online at home and his mother doesn’t allow him to have a smartphone. Any online services are accessed within school.





2. Laura, 12 years old


They have a disability which restricts their ability to access/use digital technology but they are part of Lead Scotland so know about 5Rights.





3. Luke, 17 years old


Luke doesn’t have a smartphone or a computer. Luke lives independently and struggles financially. Luke misses his friends and family and wishes he had the means to keep in touch and feel included.





4. Bob, 11 years old


Huge parental restrictions. They have low digital usage but learning about 5Rights at school.








High digital usage or literacy/High awareness or application of 5 Rights





1. Mo, 6 years old


Mo lives with foster carers and likes to use social media to look at photos of her sister who lives with a different carer.





2. Clare, 15 years old


At school. Struggling. Trying to keep up but has old phone and laptop. Pressure to be on all platforms.





3. Johnny, 15 years old


Uses a range of ICT and social media. Has been warned off Wikipedia by teachers and librarian.





4. Teenager


High levels of tech usage. Passive consumer. Not active solutions or tech skills necessarily. Have had online safety at primary. Don’t relate it to themselves on social media as teenager.





5. Young Activist, 18 years old


Politically engaged and cares about social issues. Uses social media to help with activism and cares about digital rights.





6. Finlay, 19 years old


Computing Science student. Comfortable with using digital for social and creative use. Has knowledge of 5Rights through engagement at school.


 


7. 5Rights Youth Leader


	Uses internet a lot. High awareness of 5Rights.





8. Jen, 15 years old


	Member of Scottish Youth Parliament. Very rights aware and socially active.





9. Adam, 19 years old


Adam is a care leave and lives in a small flat which he doesn’t like. Adam struggles to afford his bills but prioritises internet so he can use social media and online gaming to stop him being lonely.





10. Katie, 60 years old


Retired (newly). Uses Facebook for family contacts. Goes online to access local authority services. Grandparent to 9 kids who use social media “all the time”. Granddaughter with Aspergers. Both unaware of 5Rights.








High digital usage or literacy/Low awareness or application of 5 Rights





1. Kate, 16 years old


Uses social media constantly. Doesn’t consider that there are any risks at all. Has no intention of sharing any details of online like with adults.





2. Kim, 21 years old


Info security modern apprentice. Very skilled in ICT tech. Can solve clients’ problems globally. Not much awareness of digital participation, literacy or rights.





3. Beth, 20 years old


Beth has a learning difficulty. Beth likes chatting to people online - sometimes friends and sometimes strangers. Beth has signed up accidentally to a lot of spam and feels harassed.





4. George, 11 years old


	George likes playing his XBox online and speaks to his friends through this.





5. Colin, 14 years old


He is very good at coding but his parents don’t see the value and don’t encourage him.	





6. Alex, 6 years old


	Digital use is an inherent part of education and life. Very digitally competent.





7. Toby, 3 years old


Fun loving. Loves spending time with his older siblings, who prefer to spend their time on their iPads. Toby has recently started playing games on his Dad’s smartphone and gets very upset when it’s taken away from him.





8. Fraser, 18 years old


Highly skilled (and fast!) when using social media and preferred apps. Struggles with more traditional digital such as job applications, CVs etc.	





9. Tom, 10 years old


Plays online games (to the exclusion of all other interests!). No awareness of 5Rights. Parents don’t monitor his online games or who he is talking to.





10. Sumnir, 14 years old


Uses Instagram, Snapchat, YouTube, Facebook but does not have good digital skills for school work.





11. Ben, 14 years old


	Uses the internet for fun and games rather than serious use.





12. Liam, 11 years old


	Uses the internet for games and funny videos.





13. Ethan, 6 years old


	Watches lots online (e.g. Netflix) and plays lots of games online too.





14. James, 3 years old


Likes looking at photos on a phone and watching downloaded programmes. Sees parents using phone a lot. Likes Skype calls with Grandparents.





15. Lisa, 25 years old


University Graduate. Job seeker. Socially active. Uses Facebook, Instagram mostly no awareness of 5Rights.





16. Lily, 15 years old


	Uses lots of social media, mainly to communicate with friends but not for many other sites.























2. Significant Adults





Low digital usage or literacy/Low awareness or application of 5 Rights





1. Joy, 42 years old


Home carer/companion who uses social media. Wants to share with the care receiver but has no awareness or considerations of rights/responsibilities.





2. Liz, Librarian, 50 years old


Librarian - digitally aware but stopped keeping up to date with newer tech a couple of years ago.





3. Pre-school nursery worker, 22 years old


Uses social media and YouTube and apps to inform parents. Not aware of where private images put on the apps are stored. Privacy concerns.





4. Annie, in her 60s


Scared of IT - wary of young people’s lack of boundaries in use of social media.





5. Sadie, 59 years old


Sadie looks after her 10 year old granddaughter full time. She knows she needs to help her use the internet but doesn’t have a clue about what she needs to know or where to find out.





6. Bob, Residential Care Officer, 40 years old


Cares for children and young people in residential care. Thinks social media is a way that young people waste time. Tends to favour when young people who do homework online. Uses internet for news and sport.





7. Lisa and Steve, Parents aged 37


Think they know technology but poor understanding of online safety and protection.





8. Cindy, 55 years old


	Primary teacher NOT confident with ICT. Is diligent and wants to do her best.





9. Kerry, 49 years old


Kinship carer. Manual job. Uses Facebook but not other ICT.	





10. Betty, 61 years old


Kinship carer of 3 Grandchildren. Worked previously in an office. Uses internet for shopping/Facebook. Utterly overwhelmed by fears of internet risk to grandchildren. Believes she can’t keep up.





11. Sandra, 55 years old


Grandparent to child in kinship care. Doesn’t have understanding of young people using social media but has smartphone and tablet with access to internet at home.





12. Jim, 31 years old


Single father of 2. Unemployed. Substance misuse issues. Literacy difficulty. No smartphone or home wifi.	





13. Mary, in her 70s


Grannie/Parent. Carer for disabled husband. No internet, refuses to go digital as she has “enough to cope with”. Has teenage grandchildren who think her life could be enhanced by digital technologies.








Low digital usage or literacy/High awareness or application of 5 Rights





1. Samuel, 65 years old


	Watches the news. Has read about 5Rights but is not using digital technology as much.





2. John, 45 years old


Still uses oldest iPhone. Online for very suspicious. Gives little info away online. Afraid for children.





3. Alison, 48 years old


Primary teacher. Limited use of internet. Believes internet safety messaging is not her role. She can’t keep up - it’s a parents job. Believes children should just “stay off computers”.





4. Police Officer, 40 years old


	Knows about 5Rights (Police Scotland are signatories). Average digital literacy.





5. Mark, 26 years old


	Youth worker uses social media personally. Not that aware of issues.





6. Privacy Campaigner


Is concerned that young people are giving away too much personal information that can then be used against them, e.g. for crime, identity theft.








High digital usage or literacy/High awareness or application of 5 Rights





1. Barbara, 42 years old


College lecturer. Teaches business with ICT core skill embedded. Preparing young people for world of work. High awareness of curriculum and need for digital literacy.	





2. Parent, 37 years old


High digital literacy. Aware of 5Rights. Concern of effects of social media on children, also that schools are not aware of consequences of social media.	





3. Sue, Computing/IT teacher at a secondary school, in her 40s


	Finds it hard to keep up with new social media platforms and how young people use them.





4. Sue, Foster Cover, 50 years old


Uses Facebook and email. Is concerned about foster child contacting birth family online and not having support with the consequences.





5. Kate, parent, 35 years old


Mum of 3. Lives in affluent area. Children have lots of tech. In charge of household but not always clued up.





6. Ross, social worker, 30 years old


Very digitally literate. Works with young people who he would like to communicate online with more, but agency policies won’t allow this.





7. Jamie, in their 40s


	Cool uncle who elicits admiration from nieces and nephews. Very digitally aware.





8. Ali, in their 30s


Very digitally aware and uses social media as a part of everyday life. Works with young people as a volunteer.





9. Tess, in their 40s


University librarian. Teaches digital and information literacy skills to students. Is aware of 5Rights. Counsels young people informally.





10. Anne, 36 years old


	School librarian. Information literate. Cares about child and young people.








High digital usage or literacy/Low awareness or application of 5 Rights





1. Social worker


What levels of skills and confidence does that social worker have? Do they feel confident about how a young person stays safe online. Are they comfortable having those conversations?


2. Secondary teacher


Can see that digital could help in terms of increasing workflow and decreasing workload for them and their students.





3. Primary teacher


Uses social media and internet for personal use but digital creativity in the classroom is something they struggle to have time for.





4. JP, 47 years old


	High user of internet. Has no children. Unaware of 5Rights. Support staff in a high school.





5. David, 38 years old


	Is a streamer and a YouTuber.





6. Computing Science Lecturer at Uni or College


Very skilled in Computing Science but no knowledge or engagement with 5Rights.	





7. Mo, 27 years old


Community learning worker. Uses lots of digital tech with learners. Works in isolation in rural island community. Not ‘plugged in’ to new policy/initiatives.	





8. June, 41 years old


She is an experienced youth leader who connects with her young people via Facebook, but isn’t necessarily aware/informed about 5Rights/”digitally literate”.





9. Grandparent, 60+


Has a smartphone/tablet. Uses apps, chat groups but not digital literacy. Uses YouTube to entertain Grandchildren. Not aware of safety.	





10. Primary teacher in their 30s


Uses internet a lot, mainly for teaching purposes. Low usage of social media but high watching time on things like Netflix.





11. Bill, 42 years old


Doesn’t have any children but uses social media and the internet both at home and at work.





12. Dave, Sports Coach, 29 years old


	Uses tech for organising training and matches.





13. Issac, Software developer and parent, 35 years old


Has two young children. Feels passionate that he should start his children on tech early. Because of his busy schedule, tends to put his children in front of their tablets rather than spending time with them. Has never discussed with his children what they have been doing online.





14. Alex, 35 years old


	Uses the internet to chat and interact with online discussions.








3. Digital Service Providers/Deliverers





Local/High influence





1. Library service


Provides a range of digital participation opportunities. Uses new technology to change perception of service and to attract and engage with non-users.





2. Local government communications manager, 36 years old


Actively uses and maintains digital service of raising awareness of council services. High IT skills - technical, not aware of users needs.





3. Martin, COO and Colin, CTO for Scottish Local Authorities (LAs)


	Responsible for digital transformation in LAs Scotland.





4. University Digital Service


Work with young people aged 16+. They provide a university digital service and hold young people’s data.





5. Charities public sector organisation, e.g. SAMH, AyeMind


Likely to have worked with 5 Rights and been a signatory. May create service for young people.





6. Young Scot


	Scottish work directly with young people.





7. Scottish Government


Some sectors are more digitally aware than others. GDPR is seen as an internal process and not something that need to be promoted to citizens.








Local/Low possibility of being influenced





1. Stephanie, 32 years old


Works with the local secondary school delivering resilience sessions to S1 S2 pupils. This includes sessions on internet safety.





2. Stephen, 27 years old


Works as a youth leader for local government. Provides gaming sessions for young people aged 12-18 years within youth club sessions.





3. Local Charity


	Supports lots of demographic groups.





4. Jonno, CyberStar Industries, 30 years old


Director of a cyber security company - “Mr Tech”. High awareness of privacy/security issues. Does a lot of work promoting internet safety in schools and colleges.





5. Bill, 42 years old


	Game designers and manufacturers. Could provide information and advice.





6. Independent Living Fund, Scotland


Wants to tell young disabled people about the opportunity to apply for new transitions fund to support their independent living. Funding could also be used to enhance digital literacy access and participation in society (amongst other things).








International/High possibility of being influenced





1. National Platform for Scotland, GLOW (led by education Scotland)


Glow is Scotland’s education online collaborative platform for teachers and learners from age 3-18.





2. Fiona, in her 50s


Works for Scottish Government Digital Directorate on the Scottish Government website. (It’s in beta mode)





3. British Irish Council Administrations


	Other Admins looking to share good practice and remove geographical barriers.





4. BBC, 90 years old


	Likes to keep up to date. Takes role seriously around rights. Trusted friend - too safe??





5. Head of Tech Literacy at BT, in their 40s


BT tech literacy aims and objectives. How that aligns to their business and corporate responsibility. UK and international context.





6. Firefox


	Respect user’s privacy and rights online.








International/Low possibility of being influenced





1. Mobile service provider


Provides mobile services and access to the internet for young people via their mobile. However, service comes at a cost, which can be hefty, and as a service provider they are indiscriminate in terms of content that might be accessible on a young person’s phone.





2. ASOS


Wants to know lots about your order to influence your shopping habits and spending to increase their profits and market share.





3. Financial Service Provider


	I.e. Bank





4. Microsoft


Very large international company - presence in Scotland but the main business is in the States.





5. Local authority digital provider - CGI


	International corporate.





6. Facebook


	Massive tech company. Defensive. Relies on user data (and trust).





7. Twitter


Resistant to controls or any additional security. Hides behind obscure rules and lack of corporate responsibility. Not regulated by UK laws.





8. Facebook


Lack of corporate responsibility. Lack of interest in rights over profit. Fails to take children and young people’s rights seriously.





9. Encrypted messaging app


	Owned by global corporate.





10. Snapchat


Big corporate tech company. Allows users to send each other pictures that self-destructs after a while - but the receiver can always screenshot those pictures. Seems indifferent to the impact that their service has on young people.




5Rights Workshop Report - draft 110518.pdf




 



 



Ministerial Action Group 5Rights 



Workshop  
Tuesday 24th April 2018 - Summary Report 
 



  
 



Introduction 1 
The Agenda 2 
Key target groups 2 
Overall themes from the workshop 3 



1. Opportunity for GDPR 3 
2. Education 3 
3. Clarity of guidance and explanations 3 
4. Staying up-to-date 3 



Personas 4 
Barriers and Opportunities 11 
 12 
1. Right to Remove 12 
2. Right to Know 15 
3. Right to Safety and Support 17 
4. Right to Informed and Conscious Use 19 
5. Right to Digital Literacy 21 
 22 



Service Principles 24 
1. Right to Remove 25 
2. Right to Know 25 
1. Right to Remove 26 
2. Right to Know 26 



Next 29 
Appendix 29 



 











 



 



1 



 



    
 



Introduction 



The Ministerial Action Group has been tasked with reflecting on the 5Rights work in 



Scotland and developing an outline framework to guide the application of the Rights, as 



outlined in Scottish Government and Young Scot’s 5Rights Report, May 2017. 



 



The workshop held on 24th April 2018 was the first step towards developing an 



ethical, futureproof framework with related service principles which addresses 



the 5Rights. It aimed to provide the Digital Participation team with a starting point 



for ongoing consultation and development. This document provides a high-level 



overview of the workshop process and outputs. 



 



The objectives of the hands-on, interactive session, designed and facilitated by Snook, 



were to: 



● Centre discussions and activities around the lives of young people today. 



● Take a user-centred approach to developing the strategy, focused on identifying 



target groups involved in promoting/applying the 5Rights 



● Gain an understanding of the challenges and opportunities that the target groups 



face in the context of each of the 5 Rights. 



● Develop service principles for each of the 5 Rights 
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The Agenda 



1. Introductions and overview of the session (Scottish Government and Snook) 



2. Developing and mapping personas for three target groups. 



a. Considering the attributes of three different groups involved in 



promoting/applying the 5 Rights. 



3. Defining barriers and opportunities across the 5 Rights for each target group. 



4. Developing principles across the 5 Rights for each target group. 



a. Considering what implementers should do or not do when enacting the 5 



Rights for each target group. 



b. Considering the top 3-5 things each group need to know and apply related 



to 5 Rights? 



Key target groups 



Enacting the 5Rights requires the involvement of young people and other key 



stakeholders. We split the different stakeholders into three key target groups that we 



used to frame discussions during the session: 



 



● Young People: including 3-25 year olds; gamers, youth leaders, coders. 



● Significant Adults: including parents, teachers, librarians, youth and social 



workers, carers. 



● Digital Service Providers/Deliverers: including schools, libraries, universities, 



Government, local authorities, charities, public sector organisations, Facebook, 



Twitter, BT,  ASOS, Financial Service Provider, cyber security companies. 
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Overall themes from the workshop 



1. Opportunity for GDPR 



Across the target groups and 5Rights, the opportunity afforded by the introduction of 



GDPR was brought up again and again. Many participants hoped that this might 



address some of the current issues and barriers preventing implementation of the 



5Rights. 



2. Education 



For young people and significant adults, many participants expressed the opinion that 



both groups needed more education about how to stay safe online. This would address 



problems at both extremes - those who didn’t take precautions seriously and those who 



avoided all online engagement because of security fears.  



3. Clarity of guidance and explanations 



Some of the guidance about rights to privacy and explanations of terms and conditions 



was felt to be deliberately difficult to understand or overwhelming. It was suggested that 



these should be co-developed with young people.  



4. Staying up-to-date 



Significant adults and service providers, such as libraries, felt that technology and 



platforms changed so rapidly it was difficult to keep up with the latest developments and 



understand what the emerging risks were. A verified source of up-to-date information 



and guidance would address this.  
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Personas  



Personas are fictitious characters. They are representation of different types of people 



and should be based on first-hand insights from research, with further validation from 



target groups. This workshop used personas previously developed from other Snook 



projects to provide participants with some examples of different experiences and 



demographics. 



 



In order to draw out their specific expertise and experience, workshop participants were 



asked to write basic persona descriptions of 2-3 people from each target group and map 



these along two axes, into one of four quadrants. The intention of this exercise was to 



enable us to identity different demographics to involve in the research going forward. 



 



A full list of the personas can be found in the Appendix. 





https://drive.google.com/open?id=1ZY0U8bMul4L-WIt6eqz-uR57lERJk-IdI7vDSYEtVbo
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The axes for Young People and Significant Adults were: 



 



 



The axes for Digital Service Providers/Deliverers were: 



 



 



 Low awareness/ 
application of 
5Rights 



High awareness/ 
application of 
5Rights 



High digital usage/ 
literacy 



Low digital usage/ 
literacy 



 High possibility of 
being influenced  
by 5Rights 



Local 



International 



Low possibility of 
being influenced  
by 5Rights 
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Workshop participants produced numerous basic descriptions of people from each of 



the target group quadrants in the workshop. We have synthesised their basic outlines to 



develop and create representative personas for each quadrant. This was to make sure 



that any further strategy that is developed will work for the variety of different people it’s 



going to affect. These hybrid personas, as outlined below, require further validation 



through primary user research.  



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



Young People 



Low digital usage/literacy and Low awareness/application of 5 Rights 



1. Alex, 9 years old.  



Alex sometimes games and uses a headset to chat to his friends. He also likes 



YouTube. Alex is not aware of rights and safety and the dangers and benefits of 



online. He has no parental guidance around his usage. 
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Low digital usage/literacy and High awareness/application of 5 Rights 



2. Laura, 15 years old. 



Laura has no access to services online at home so only accesses them within 



school. Her mother doesn’t allow her to have a smartphone. Despite her low 



digital usage, Laura is learning about 5Rights at school. 



 



High digital usage/literacy and High awareness/application of 5 Rights 



3. Amal, 22 years old. 



Amal is a coder and has high tech skills. He lives in a small flat by himself and 



struggles to afford his bills but prioritises the internet so he can code, use social 



media and game online. Amal has a high awareness of the 5Rights through 



engagement at college. 



 



High digital usage/literacy and Low awareness/application of 5 Rights 



4. Beth, 17 years old. 



Beth likes chatting to people online on her smartphone - sometimes friends and 



sometimes strangers. She has signed up accidentally to a lot of spam and feels 



harassed. She is highly skilled (and fast!) when using preferred apps to 



communicate with people. She is unaware of digital participation, literacy or 



rights. 
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Significant Adults 



Low digital usage/literacy and Low awareness/application of 5 Rights 



1. Mary, 72 years old. 



Mary is a grandparent who looks after her two teenage grandchildren twice a 



week. She has no smartphone or wifi and doesn’t have an understanding of 



young people using the internet and social media. She is overwhelmed by fears 



of the risk of technology to her grandchildren. 



 



Low digital usage/literacy and High awareness/application of 5 Rights 



2. Allison, 48 years old. 



Allison is a primary school teacher. She hardly uses the internet and believes 



that internet safety education is the role of parents. She is concerned that young 



people are giving away too much personal information that could be used against 



them in the future. Allison believes children should just “stay off computers”. 
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High digital usage/literacy and High awareness/application of 5 Rights 



3. Ross, 30 years old. 



Ross is a social worker and is very digitally literate. He works with young people 



and teaches them digital and information literacy skills. He would like to 



communicate with the young people he works with online more, but agency 



policies won’t allow this. 



 



High digital usage/literacy and Low awareness/application of 5 Rights 



4. Mo, 33 years old. 



Mo is a community learning worker and uses lots of digital tech with learners. He 



works in isolation in a rural island community and is not ‘plugged in’ to new 



policy/initiatives. He also has two young children and has started them on tech 



early but never checks what they have been doing online. 
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Digital Service Providers/Deliverers 



Local and High possibility of being influenced by 5Rights Programme  



1. Barbara, 36 years old. 



Barbara is communications manager in the local government. She maintains the 



digital service to raise awareness of council services. She holds a lot of data on 



users and has high technical IT skills but is not aware of user needs. 



 



Local and Low possibility of being influenced by 5Rights Programme  



2. Stephen, 27 years old. 



Stephen works as a youth leader for local government. He provides gaming 



sessions for young people aged 12-18 years within youth club sessions. 



He is highly aware of privacy/security issues and does a lot of work promoting 



internet safety in youth clubs, schools and colleges. 



 



International and High possibility of being influenced by 5Rights Programme  



3. Phyllida, 45 years old. 



Phyllida is Head of Tech Literacy at BT and is very aware of how the BT tech 



literacy aims and objectives align to their business and corporate responsibility 



aims, in the UK and international context. Phyllida takes the 5Rights seriously 



and respects user’s privacy and rights online. 



 



International and Low possibility of being influenced by 5Rights Programme 



4. Chris, 23 years old. 



Chris is a Sales Manager at ASOS. He wants to know lots about his buyers’ 



orders in order to influence their shopping habits and spending to increase ASOS 



profits and market share. He has a lack of interest in rights over profit and fails to 



take young people's’ rights seriously. 
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These personas, which were developed during the workshop, need further testing 



and validation. This can be done through further primary research with 



individuals and target groups and frontline practitioners who work with the target 



groups. 



 



 



Barriers and Opportunities 



Participants identified specific barriers and opportunities related to implementation of 



each of the 5Rights across each of the target groups.  



 



Significant Adults and Young People often had several, similar barriers and 



opportunities. Digital Service Providers/Deliverers, on the other hand, often had many 



different and more specific barriers and opportunities. This could be due to there being 



a diverse range of service providers that were being considered. Going forward, this 



needs to be explored further. 
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1. Right to Remove 



“Every child and young person should have the right to easily edit or delete all content 



they have created.” (5Rights Report, May 2017). 



 



Young People 



Barriers and Opportunities for Young People 



Participants commented that many young people have a lack of knowledge of 5Rights, 



how to ask for help and what their digital footprint looks like. GDPR rights, education 



and clear instructions about how to delete content, or request deletion, are opportunities 



to counteract these barriers. 



 



Barriers Opportunities 



Not knowing how to request information to be removed GDPR right to measure 











 



 



13 



 



    
 



Not feeling comfortable to ask for help GDPR right to restrict processing 



Lack of understanding of individual’s rights GDPR right to accurate records 



Not knowing what information is alive about them/you - 



what is my digital footprint? 



Be able to delete comments that people 



have put on posts 



 



 



Significant Adults 



Barriers and Opportunities for Significant Adults 



Adults also have a lack of knowledge of how to remove data and information and they 



often post information without the consent of young people. There are opportunities to 



carry out awareness raising campaigns and use GDPR to reach adults. 



 



Barriers Opportunities 



Awareness that removing information is possible GDPR publicity 



Parents often post content (pictures and information) 



about their children without permission or informed 



consent - consequences for the children 



National CPD/CCPL programmes 



(teachers/youth workers/parents?) 



Not knowing the technical way of doing this Awareness raising campaigns 



 Parental engagement 



 Informed adults can support young people to 



do this 



 Question what is interaction between young 



people consent and parental/proxy consent? 
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Digital Service Provider/Deliverer 



Barriers and Opportunities for Digital Service Providers and Deliverers 



Participants acknowledged that service providers need infrastructure and resources to 



deal with people requesting deletion of content they have created themselves, or that 



others have created or reused.  



 



Barriers Opportunities 



Needs infrastructure to be able to remove data/posts GDPR 



Where does it go? Not just original place Digital literacy increasing 



How do you find this information on digital service 



providers? 



Privacy reviews across the board 



Needs policies and people to deal with requests and 



to respond in a reasonable period 



For content uploaded by others - up to social 



media companies to decide what is 



‘inappropriate’ and whether to accept take 



down requests 



Lack of control if data has been reused  



What about content created about you by others?  
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2. Right to Know 



“Children and young people have the right to know who is holding or profiting from their 



information, what their information is being used for and whether it is being copied, sold 



or traded.” (5Rights Report, May 2017). 



 



Young People 



Barriers and Opportunities for Young People 



Participants expressed the opinion that there is a lack of clear communication about 



what information is held, where it is held, how it is being used. This results in young 



people being unaware of the potential implications. This could be overcome by 



application of GDPR rand co-designing information with young people. 



 



Barriers Opportunities 



How do they do this? Clear, accessible guide/information co-designed 



by young people 



Understanding the T&Cs is one thing, but what 



about the implications of them? 



GDPR right to be informed 



Bad privacy notices not pitched at right level GDPR right of access to personal data 



Not knowing what information their organisations 



have and how it is being used 



 



 



Significant Adults 



Barriers and Opportunities for Significant Adults 



Adults also have a lack of understanding around the Right to Know, and the reuse and 



regeneration of information is hard to keep track of. GDPR and awareness raising with 



those who care for children and young people could help to counteract this. 



 



Barriers Opportunities 



Data use often highly opaque GDPR publicity 



Parents don’t read T&Cs, how can you expect young people 



to? 



Awareness raising with adults 



supporting young people 
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Adults own lack of understanding/knowledge Parental engagement 



Lack of understanding of both the impact of and solution to 



this 



 



Proliferation of data - often not self-generated, makes it hard 



to keep track of 



 



 



 



Digital Service Provider/Deliverer 



Barriers and Opportunities for Digital Service Providers and Deliverers 



Participants believed that some service providers do not appreciate that people struggle 



with technical language, and others seem to use this to their own advantage. This could 



be counteracted by co-designing terms and conditions with young people. 



 



Barriers Opportunities 



Lack of digital and information literacy GDPR 
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Is it too onerous Education within service 



So many providers Develop complete and informed privacy 



notices 



Users not understand true value of their data Capacity for informed consent changes as 



a young person grows up and build own 



knowledge 



“Real” consent rather than accepting the T&Cs to get to 



next step/access service 



Communication, transparency, usage of 



data 



Terms and conditions designed to discourage 



reading/understanding 



 



 



3. Right to Safety and Support 



 



“Children and young people should be confident that they will be protected from illegal 



practices and supported if confronted by troubling or upsetting scenarios online.” 



(5Rights Report, May 2017). 



 



Young People 



Barriers and Opportunities for Young People 



Participants suggested that young people do not know who to turn to or where to find 



reliable information when they are unhappy about what is happening online. This could 



be addressed by providing clear guidelines and emphasising the importance of looking 



after themselves online.  



 



Barriers Opportunities 



Adults/parents can exaggerate the dangers to young 



people on the internet 



Safe and supported contact with family for 



children in care 



Don’t know where to go for help and lots of info out 



there but don’t know what is most reliable 



More emphasis on benefits but be informed 



about the dangers/wellbeing 



Limited support with emotional issues/trauma if 



children in care are in touch with family ‘in secret’ 



Part of mental health and wellbeing 
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Who has this responsibility? Become embedded part of digital champions 



network 



Lack of awareness of cyber bullying. Clear and accessible support at local level 



 



Significant Adults 



Barriers and Opportunities for Significant Adults 



Some adults feel under-equipped to protect young people from online dangers and can 



overreact by denying access. This could be addressed by education and peer support.  



 



Barriers Opportunities 



Adults and people who didn’t grow up digitally see 



a divide between online and offline 



Significant adults who are the experts in offline 



safety and support 



Lack of confidence about how to support Peer support/learning 



‘Neurosis’ about safety could lead to restrictions on 



tech 



Carers need information and advice to support 



children in care with their online contact with 



family 



Over reaction - seeking a “justice” solution to 



problems 



Parental engagement/awareness raising 
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Digital Service Provider/Deliverer 



Barriers and Opportunities for Digital Service Providers and Deliverers 



Participants expressed the opinion that there are limited systems in place to verify a 



young person’s age and prevent access to unsuitable content. This is something that 



should be addressed.  



 



Barriers Opportunities 



Parents/carers might not be digitally literate/interested Clear independent reporting - 



independent body for support 



People/staff resources Public librarians can help with support 



and understanding 



Different perceptions More granular content filtering 



Support services inconsistent - all give different advice Peer support for young people 



Systems not talking to each other Young Scot card as age verification 



Age verification to check ID  



 



4. Right to Informed and Conscious Use 



 



“Children and young people should be empowered to reach into creative places online, 



but at the same time have the capacity and support to easily disengage.” (5Rights 



Report, May 2017). 



 



Young People 



Barriers and Opportunities for Young People 



Participants indicated that young people are prevented and discouraged from using 



some sites as they do not know how to access these without sharing personal data. 



This can be overcome by education in digital literacy. 



 



Barriers Opportunities 



Excluded from social media groups as don’t want 



data shared - want to use anonymously 



Deliver education in schools, community and 



libraries 
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How games/apps use entrapment techniques Integrate digital literacy with health and wellbeing 



Needs to be within curriculum Information about wellbeing and the benefits of 



disengaging 



Some residential care settings don’t have wifi and 



computers have very restricted internet access 



 



Not relying on consent and meaningful choice  



 



 



Significant Adults 



Barriers and Opportunities for Significant Adults 



Some adults lack the knowledge and skills to support young people to stay safe. This 



can be addressed by awareness raising and skills training.  



 



Barriers Opportunities 



Adults’ skills (and time to learn) to provide support Moving from passive consumers to active 



problem/skills/solutions 



No sympathy for young people who are device dependant Parental engagement 



Awareness that young people need to be educated about 



the consequences of this (positive and negative) 



Awareness raising 



Concerns about professional roles and responsibilities Help to improve skills and profile 



Pressure to engage online  



 











 



 



21 



 



    
 



 



Digital Service Provider/Deliverer 



Barriers and Opportunities for Digital Service Providers and Deliverers 



It was suggested that Digital Service Providers want to maximise engagement but 



sometimes this can put young people at risk. Building in break times and other ways of 



promoting wellbeing for participants would demonstrate customer care.  



 



 



Barriers Opportunities 



Peer pressure Education 



Organisations/companies designing ‘entrapment’ 



technology: designed to be addictive/immersive 



Promote apps on phones and tech to tell you to 



take a break 



Rewards loops in games and social media Quality of time over quantity 



Fear of missing out Quality is greater than quantity for time spent 



online 



Notification design: to increase usage Granular choice with regards to notifications 



Notification rich social media platforms Building ‘quiet time’ for notifications 



 



5. Right to Digital Literacy 



 



“To access the knowledge that the Internet can deliver, children and young people need 



to be taught the skills to use, create and critique digital technologies, and given the tools 



to negotiate changing social norms.” (5Rights Report, May 2017). 



 



Young People 



Barriers and Opportunities for Young People 



It was recognised that young people may use the internet a lot but often lack basic 



digital skills. This can be improved by embedding digital literacy training in every area of 



the curriculum from an early age.  
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Barriers Opportunities 



In school there is very limited education in digital 



literacy 



Curriculum for excellence 



Not always delivered in schools Digital skills need to be embedded across the 



curriculum 



Assumptions of digital natives Digital champions network framework 



Considerations of children/young people’s 



additional support for learning needs 



Not just about how computers work but how it can 



affect wellbeing - focus on health and wellbeing 



Lack of access for some young people Child-centred ways to promote digital literacy 



which meet the needs of individual children and 



young people 



Unaware of data protection rights and how to 



exercise them 



A national programme across all ages and stages 



Be aware of reaching young people not engaged in 



any formal education 



Be open about your systems/processes/policy 
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Significant Adults 



Barriers and Opportunities for Significant Adults 



Participants believed that many adults feel unprepared to teach digital literacy. Up-to-



date resources for training would help with this.  



 



 



Barriers Opportunities 



Education system not well geared to this type of 



critical/creative learning 



Personalisation vs overreach into your life 



Teachers confidence and skills Good data vs bad data 



Political pressure from teaching unions Tech literacy and digital skills strategy - 



teachers 



Poor digital literacy in some significant adults 



who/how do we learn from? 



Build into pre-school learning (expansion of free 



childcare hours) 



Young people don’t understand or care enough Parental engagement 



Very fast moving world - relevant skills today are 



irrelevant tomorrow 



Awareness raising 



Concerns about professional roles and 



responsibilities, e.g. social workers 



 



 



 



Digital Service Provider/Deliverer 



Barriers and Opportunities for Digital Service Providers and Deliverers 



Responses from participants in this section focused more on providers such as libraries 



etc and the problems they faced with keeping everything up-to-date. They felt that 



partnering with tech companies who could offer resources and training would help 



address this.  



 



Barriers Opportunities 



Pace of change Supporting digital skills programmes (digital 



garage) 



Cost of adding and maintaining equipment Integrating digital literacy into general literacy 
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Desire to learn Not just knowledge, it’s information that is 



searched for, shared and evaluated 



Knowing what digital literacy means, e.g. digital 



citizenship 



Partnerships with tech companies 



 There are no hints and tips from service providers 



on fake news, digital and information literacy. Not 



enough education 



 



Service Principles 



Participants developed some Service Principles to guide implementation of the 5Rights. 



Principles were based on some of the ideas generated in an activity focused on Dos 



and Don’ts (see appendix). 



 



Principles for the Young People and Digital Service Provider/Deliverer groups were 



developed by for each of the 5Rights. The group working on Significant Adults felt that 



there were service principles that applied across all five of the 5Rights and so 



developed one set of principles.   



 



 





https://drive.google.com/open?id=1tk4_EoPyGYW7ILi3u2qSy9OvWEoUrEopUUIN-WPf1QY
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Young People 



1. Right to Remove 



1. If it’s not obvious how to erase content, ask for help. 



2. Participate in the co-design of the site. 



2. Right to Know 



1. Don’t be afraid to ask what information the organisation has about them. 



2. If the T&Cs are accessible then make sure they read/watch them. 



3. Know their data is valuable. 



3. Right to Safety and Support 



1. Expect a helpful response if there are problems and expect help to be easy to 



find. 



2. Simplified route to access for people with lower digital skills. 



4. Right to Informed and Conscious Use 



1. Feel confident about using online networks responsibly. 



2. Understand your own comfort zone and ask for help when you go beyond it. 



5. Right to Digital Literacy 



1. Peer educate about experiences. 



2. Use opportunities to learn and provide feedback on them. 



3. Digital literacy framework (all skills included). 
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Digital Service Providers/Deliverers 



1. Right to Remove 



1. Make it easy to find 



2. Make it easy to remove 



3. Make it easy to know you can 



2. Right to Know 



1. Be clear (plain English) about what data is held, what the data is used for and be 



specific about what data is shared and who with. 



2. Make it easy to find out what data is held. 



3. Right to Safety and Support 



1. Link with independent reporting bodies 



2. Work towards an independent reporting body/system 



3. Find and use opportunities to work with and through significant adults to 



education them 



4. Involve young people in design of your services to ensure safety and support 



5. Provide young people the opportunity to reflect on their service experience  
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4. Right to Informed and Conscious Use 



1. Celebrate the ‘good’ of online 



2. Design services with all users/everyone in mind (including those who won’t share 



data) 



3. Design socially responsible services 



4. Be transparent about how your service works 



5. Right to Digital Literacy 



1. Don’t assume 



2. Design intuitive services 



3. As a service provider understand the breadth of ‘digital literacy’ 



4. As a service provider continuously explore the evolving digital landscape and the 



implications of that 
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Significant Adults 



 



Service Principles across all 5Rights 



 



1. Technology can be a force for good, but benefits and risk need proportionate 



balance 



 



2. Helping young people enact the rights is a responsibility for all significant adults 



 



3. Significant adults have a responsibility to build a coherent/consistent approach to 



supporting the enactment of the rights 



 



4. Engagement with digital is different for every person - there needs to be 



recognitions and support for personal goals, skills, ambitions, interests, benefits 



and risks 



 



5. 5Rights are key to accessibility, participation and inclusion 



 



6. The Rights and Principles need to be recognised, supported and owned by 



young people 



 



7. This is a very fast changing world --> we need to build in the ability to 



return/update the rights and actions as technology changes 



 



8. Significant adults need to recognise their own strengths and weaknesses and 



build their skills and confidence 



 



9. Principles must be driven by specific actions 



 



10. Plain communication is essential 
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Next 



This short report represents the ideas and opinions of the group of people gathered 



together for the workshop. The intention is that these form a starting point for further 



exploration and discussion of the subject area. 



 



We suggest that some of the personas in the identified target groups, including those at 



opposite ends of the axes, should be engaged in further research to challenge or 



validate and further develop the personas and service principles. It may be appropriate 



for these to be developed into service and design patterns that can be prototyped and 



tested with key target groups. 



 



To progress the outputs from this workshop further we suggest the following:  



  



1. Conduct further research to develop deeper insights into the needs of specific 



target groups, focusing specifically on those with the lowest digital skills and  



least awareness and application of the 5Rights.   



2. Test and develop the service principles with the relevant groups. 



3. Develop and prototype service and design patterns to guide application of the 



5Rights. 



 



Appendix 



1. Personas 



2. Dos and Don’ts 





https://drive.google.com/open?id=1ZY0U8bMul4L-WIt6eqz-uR57lERJk-IdI7vDSYEtVbo


https://drive.google.com/open?id=1tk4_EoPyGYW7ILi3u2qSy9OvWEoUrEopUUIN-WPf1QY
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Information Literacy Community of Practice Bi annual meeting

The Right Information: information skills for the 21st century



Wednesday 1st November 2017



Govan High School, Glasgow  13:00 – 16:00



Agenda



1. Welcome and Apologies
Ian McCracken welcomed us all to Govan High School. Thank you again to Ian for organising the venue and the opportunity to have a school dinner. 



Apologies were received from:
Sean McNamara, Gillian Daly, Lindsay McKrell, Marshall Dozier, Nahad Gilbert
Fiona Laing, Hilary Weir, Haldis Watson.



Present: Sheila Williams, Cleo Jones (co chair), Cathy Kearney, Jacqueline Geekie, Clare Roberts, Ian McCracken, John Crawford, Bill Johnston, Anna Grant, Lauren Smith, Morag Higgison, Paul Gray, Jenny Foreman (co –chair).



2. Minutes were approved from the last meeting on the 19th June 2017

Sheila Williams offered to take the minutes of the meeting and was gratefully accepted.



3. OER (Open Educational Resources). Presentation.  Joe Wilson - http://www.joewilsons.net/ gave a very interesting presentation on Open Educational Resources. We have had the Open Scotland since 2012 - http://openscot.net/ Scotland is not as far forward as it should be with OER, Open Scotland was set up to lobby actively for OER. There are many good examples of use of OER in Scotland such as 23 things from Edinburgh University 
https://www.23things.ed.ac.uk/ and OEPS.

Joe also highlighted the fantastic resource that having a Wikimedian provides.

Jorum has now moved to resourceshare.ac.uk but appears to have stalled in development.

OER hub - https://oerhub.net/

[bookmark: _GoBack]Joe recommends using Lumen 5 - https://lumen5.com/ a free resource to make videos from text and pictures




4. SLIC update.  Gillian Daly was unable to attend due to an urgent meeting at SLIC so there was no update from SLIC but we discussed details about the Digital and Information Literacy Forum to be held on the 17th November at the Scottish Government, Victoria Quay, Edinburgh. Bookings closed now with full attendance.



5. CILIP Information Literacy Group. Presentation. Jacqueline Geekie gave an update on the CILIP Information Literacy group:
There is a new IL group website with new logo. Jacqueline was very sad to pass on the news of the death of the Deputy Chair Rowena Macrae-Gibson. There is a new high level definition of Information Literacy with a lower level secondary definition.  New content on the website includes “research smarter resource sheets”.



6. OERS also feature on the site – Developing your teaching. Jacqueline explained that institutions need to put in a bid to host Lilac, she welcomed any bids from Scottish institutions. There is a call for papers for the next LILAC 2018 out now. attendance.



7. ILG award Research update.  Cleo Jones gave an update on Morgan Harvey and David Brazier’s research project. This is research taking place in an Edinburgh school. They met in June to make sure the questions were teen friendly but at the same time the questions are from a database which means they is a baseline for the research. The research is now only going ahead in Craigmount High School (i.e not two schools as was originally planned.) They had a test day in October. 16 S3 pupils took part as the trial. These students will not be used again in the actual research. The pupils in the test were taken through 3 exercises, it was a mixed ability class. There were challenges around helping students with special needs in the pilot. In mid November they will need to get through 120 pupils (apart from those already tested). The task is to pick from a selection of articles which is best to answer the given topic. 

ACTION: Cleo will keep the group updated on this piece of research.



8. ECIL (European Conference on Information Literacy).  Bill Johnston and John Crawford gave an update on ECIL 2017, the theme was the workplace and information literacy. There was a shift away from more traditional themes. All the powerpoints are on the ECIL website - http://ecil2017.ilconf.org/.  A big theme was fake news, information literacy is now politicised. Scotland is viewed as forging ahead with information literacy. The next conference is in Finland. There was talk of hosting ECIL in Scotland. It would need a suitable HEI to host.

ACTION: John Crawford and Bill Johnston to investigate HEI regarding a future ECIL in Scotland.




9. IL COP research working group.  Jenny reminded all the IL CoP Research Working Group was set up as separate from the IL Strategy & Advocacy group on the Knowledge Hub https://khub.net/ https://khub.net/group/information-literacy-for-scotland



10. 

Following on from Annemaree Lloyd’s meeting in May 2017 in Glasgow with the IL CoP, where she met Hilary Weir, Morag Higgison, John Crawford, Jenny Foreman, Bill Johnson, the group talked about finding possible funding for research on IL in the workplace with Annemaree Lloyd. Annemaree is planning to visit Glasgow in Spring 2018. She is  a Visiting Professor, 2017-2019  Computer and Information Sciences, University of Strathclyde, Glasgow, https://anniemlloyd.com/  https://twitter.com/anlloyd

ACTION: Jenny to contact Annemaree Lloyd regarding her Spring visit and the possibility of some joint work on workplace information literacy. We might be able to combine something with the Scottish Government Library and other workplaces. The aim of the research is to show the economic benefits of information literacy in the work place. 



11.  Autumn Gathering feedback. Fiona Laing mentioned the aspect of  Wikimedian as an information literacy resource in schools. Sara Thomas (Wikimedian in Residence for Scottish Libraries) gave a presentation on Wikipedia and will also deliver workshops.  There was also an excellent presentation on the Ferret Fact Service (a fact checker from Scotland) from Alastair Brian. Here is the link to the Autumn Gathering presentations and slides  on the CILIP Scotland website http://www.cilips.org.uk/about/autumn-gathering-2017/



12.  Report back from the Cross Party Group on Digital Participation @ the Scottish Parliament on Tuesday 31st October 2017

Jenny delivered “Fighting Fake News” presentation to the CPG. The Fake News presentation was created on behalf of the Information Literacy Community of Practice by some of the IL CoP members especially the Scottish Government Library.  Jenny was invited to deliver this as co-chair of the IL CoP plus she attends the Cross Party Group on Digital Participation. 

Anna Grant from Carnegie UK and member of the IL CoP also presented on digital literacy referencing a recent publication “Digital Savvy Citizens”. 

“How do we navigate information, privacy and security issues online? Digital Savvy Citizens presents new research data which looks at where we find information on breaking news stories and local services; how we use public wifi; and how we manage privacy and security settings on our phones. The data, compiled for the Trust by Ipsos MORI, highlights key differences in behaviour by age, gender and socio-economic group, as well as differences between England, Scotland, Wales, Northern Ireland and Ireland.”

https://www.carnegieuktrust.org.uk/publications/digital-savvy-citizens/




The CPG on Digital Participation were keen to find out more about both presentations and asked many questions. There was no time to discuss the CPG on Digital Participation’s objectives and priorities for the forthcoming year unfortunately so that will take place next meeting. 



Bill Johnson also mentioned that UNESCO’s work on Media and Information Literacy is relevant to this CPG. 

Trudi Jacobson and Thomas P. Mackey mark UNESCO's Global Media and Information Literacy Week with a discussion on how we can improve our metaliteracy and advance critical thinking and learning in today’s world.



Read the blog post: https://facetpublishing.wordpress.com/2017/10/26/advancing-metaliteracy-a-celebration-of-unescos-global-media-and-information-literacy-week/



13. Date of next meeting – to be confirmed sometime end of June 2018



Additional info: LIRG published 2017

Library and Information Research has just published its latest issue at http://www.lirgjournal.org.uk/lir/ojs/index.php/lir/issue/current

View the table of contents below and then visit the journal website to read the articles.



Volume 41, Number 124: 2017 Table of Contents



Editorial

Editorial http://www.lirgjournal.org.uk/lir/ojs/index.php/lir/article/view/773/752 (1-3) Diane Rasmussen Pennington, University of Strathclyde.


